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Abstract - Cloud computing is a cutting-edge business concept that allows businesses to benefit 

from technology without making any upfront investments. In recent years, cloud computing has 

been regarded as one of the most promising areas of computer science. But it does have security 

issues that may concern the organizations to migrate to the cloud from the on-premises. In this 

paper, we are going to discuss different HCI aspects related to cloud computing and its security 

issues. 
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Introduction 

In recent years, cloud computing technology has advanced rapidly. This new computing model 

offers network access to a shared pool of configurable computing resources (e.g., networks, 

servers, storage, applications, and services) on-demand [1] [2]. Organizations can cut capital and 

maintenance costs while increasing efficiency by switching to such solutions. Despite the obvious 

benefits of cloud computing, there are still major impediments ahead. Because all of a cloud's 

resources come from outside, it's extremely impossible for users to control or manage it. Despite 

having more sophisticated and trustworthy management capabilities and a stable cloud computing 

system infrastructure, cloud computing still faces security threats from both internal and external 

sources [3]. Recently, it has become increasingly necessary to research and analyze how cloud 

computing and cloud-based applications will work, if cloud computing services are secure and 

privacy-preserving, and which cloud computing services customers can choose. Security breaches 

and attacks can occur with cloud computing. In many cases, user-friendliness is the primary goal 

of HCI [4]. In this paper, we are going to discuss different aspects of HCI and how they relate to 

Cloud Computing and its security problems. So, some of the aspects that we are going to discuss 

are User-Centric Design, Human Factors, Use case Analysis, Input Design, Accessibility. From a 

humanity-centered approach, we need to figure out what cloud computing's long-term 

sustainability and societal ramifications are [5].  The human factor is a significant element to risks 

in Cloud Computing, according to a threat taxonomy established in [6]. They define human factors 

as those that develop as a result of human actions.  

Use case analysis from the cloud architecture perspective, the cloud offered characteristics 

perspective, the cloud stakeholders’ perspective, and the cloud service delivery models 

perspective [7]. The degree to which computing resources can be accessed from any location and 

on any platform is referred to as accessibility [8]. 

  



User-Centered Design 

The basic concept of cloud computing is to allow individuals to store and access their data in a 

dispersed virtual environment. Cloud computing both creates a great opportunity for and has the 

capacity to trigger a consistent interface that matches the circumstances of a user while also 

providing a consistent cognitive mapping across a variety of access devices [5]. User-centered 

design is one of the most important aspects of cloud computing as the interactive design helps 

people understand how to use the cloud and access all the facilities and features the cloud 

provider provides. 

 For example, Terrenghi et al. [9] [5] claim that it is necessary and essential that novel user 

interfaces are required to convey a conceptual model “that allows people to navigate and orient 

themselves in the Cloud, and to define their landmarks for finding and using their information at 

any time and from any device”. 

 When it comes to cloud computing security, consumers must always think about it when 

deciding whether or not to use it. Even with all the advantages of using cloud computing some 

organizations and people tend to not prefer migrating to the cloud due to a few potential risks.  

With the rise of cloud computing, a growing number of data centers have been built for the 

storing of massive amounts of data, which may consume more energy for everyday operations 

than they save. This can be a problem when they are trying to access their data which was stored 

a long time before and it takes time as it has to look through millions of rows of data which is not 

feasible for the user. So, this can be considered as one of the issues of the User-Centered Design. 

Interaction design, which applies to human interactivity with computer devices and networks, 

involves physical device and software interactivity [5]. 

 Some of the examples of interaction design in cloud computing are Cloudroom, iCloud, etc. 

Cloudroom is a tool that allows individuals to arrange data and interact with it across different 

data regions. Smartphones are used in the design because they "can carry selected 'cloud views' 

between devices" and "can become the preferred ubiquitous access point to private and shared 

data saved on the web."[5][9] Cloudroom is an application that can be used to manage and 

visualize the resources in the cloud computing platform.  

iCloud is another application that is a programming environment that is focused on addressing 

important issues related to cloud programming by utilizing dynamic aspects of interactions. "The 

proposed iCloud language will provide principles for programmable interactions between cloud 

services and cloud applications, as well as between different parts of an application."[5] 

There is limited research in HCI and design on how the design of particular programming 

environments impacts usability and user experience. A study like this may be important to the 

successful implementation of interaction design in cloud environments and may yield new 

knowledge about both HCI and interaction design in a complementary way. 

  



Interaction design can contribute to the development of cloud computing, but some techniques 

and applications related to cloud computing can also benefit interaction design. 

The goal of Reach4Cloud is to create interactive places that give users visible access to resources 

and services, allowing them to "solely focus on their daily lives and use the services when 

needed without disrupting daily activities."[5] Reach4Cloud is an application that allows users to 

tackle the challenges related to the user interface. 

When it comes to cloud computing and HCI/design, we need to analyze systems like 

Reach4Cloud and establish design principles that assure that such systems satisfy effective 

design goals. 

Designing a Cloud computing platform with people in mind can help improve the sustainability 

and interaction design along with following all the HCI Principles. Here we have 2 ideas: 

Location-based cloud interactivity devices – This is one of the designs where we get to 

introduce cloud computing interactivity to devices based on location like mobile, office, home, 

etc. Here the only question is if we can design the devices with sustainability in mind. [5] 

Cloud sustainability meters and social networking - Individuals are targeted by the StepGreen 

(www.stepgreen.org) site, which includes carbon calculators and makes use of social networking 

to promote sustainable energy consumption and other sustainable habits. So, in terms of 

sustainability, human-computer interaction, and design, a similar approach can be used in cloud 

computing [10] [5]. 

 

Human Factors 

Here we discuss the human factors that are involved in Cloud Computing Security and privacy 

issues. Data breaches on Cloud systems are a big source of concern, and the fundamental causes 

of such data breaches must be investigated. The primary cause of a data breach could be due to 

both technological and human factors. Human factors are those that emerge as a result of human 

activity. Here we are doing analysis on the data breaches over the years and what percentage of 

them were having the reason as human factors. Two aspects of the findings are discussed: how 

human factors are becoming a reason for data breaches in the Cloud, and whether the 

implications of Human Factors outweigh those of other factors [11]. As mentioned in [40], the 

sample case studies are chosen using a random sampling process which are related to the data 

breaches. 

 

  



The summary of findings from the case studies are presented in Table 1 [11]. 

 

Table 1. Summary of Breaches 

 

  
Case Study Reason(s) for Breach Human Factor 

involved? 

AFF Using a weak hashing algorithm Yes 

Deloitte System compromised through an unsecured 

administrator password. Weak password 

strategy used by the administrator, no two-

factor authentication 

Yes 

Dropbox The employee using the same password for Yes 

Equifax Application vulnerability that the 

organization failed to address in good time 

Partially Yes 

iCloud The vendor denied breach, claimed it was 

account specific targeted attack 

Yes (based on 

vendor's claim) 

LinkedIn Using weak passwords and password reuse Yes 

Phony phone- 

call on iCloud 

Scam calls to victimize people Yes 

Scottrade Inadequate safeguard by a third-party vendor Yes 

Uber placing Uber's Cloud server (AWS) account 

username and password on online code 

repository GitHub 

Yes 



Nine cases can be directly characterized as human-factor-related breaches based on the 

information summarized in Table-1. Even if the remainder of the instances are ignored, 45 

percent of total incidents with a human factor as the cause of breach demonstrate the importance 

of this factor.  

 

Fig 1 Human factor-centric attack from Fig 2 Human factor-centric incident on      

internal and external sources/causes                                           IT and non-IT Companies             

 

The weak encryption technique, which is a human decision on which security mechanism to utilize, is the 

cause of the Adult Friend Finder (AFF) hack. “Equifax had nine working weeks in which to apply the 

patch” and “That its data breach was entirely avoidable….” [11]. Scottrade's case is certainly due to a 

human aspect, in which third-party vendor staff failed to take appropriate precautions when dealing with 

the server. In the Deloitte example, the human factor is at play since adequate strategic thinking was not 

given to improve the security policy. Using the diagram in Figure 1, we discovered that external reasons 

account for 66.67 percent of the occurrences, while internal causes account for 33.33 percent.  

Use-Case Analysis  

In this section, we analyze the cloud security issues and problems. According to [11] the issues 

can be grouped into 3 parts: architecture-related issues, service-model-related issues, cloud 

characteristic issues, and cloud stakeholder-related issues. There are different stakeholders 

involved in the cloud computing model: a cloud provider (an entity that delivers infrastructure to 

cloud consumers), a service provider (an entity that delivers applications/services via the cloud 

infrastructure), and a service consumer (an entity that uses the services hosted on the cloud 

infrastructure) [11]. Security management systems/processes differ based on stakeholder and 

each stakeholder has different expectations (requirements) and capabilities (delivered) from/to 

other stakeholders.                   

To mitigate new threats, each service's security configurations should be maintained and 

enforced at the service instance level and at runtime, taking into consideration the likelihood of 

changing requirements based on current users' demands. The implemented security features must 

be negotiated and agreed upon by providers and consumers. The cloud stakeholders have not 

been provided with standard security specification notations for expressing and reasoning about 

the security properties they offer/require. As a stakeholder, you have your own security 



management processes, which are used to define your assets, risks, impacts, and measures to 

mitigate those risks.  

Due to their lack of awareness of the architectures of the hosted services, cloud providers are 

unable to deliver efficient and effective security controls. While having a range of security 

measures deployed that need to be updated, cloud providers are faced with a lot of changes in 

security standards. Between cloud providers and consumers, there must be transparency about 

what security is applied, what dangers exist, and what breaches occur on the cloud platform and 

hosted services.  

This is referred to as "trust but verify" [15]. The cloud consumer or customer can trust the cloud 

provider but they can also expect a tool from the cloud provider that helps them verify and 

monitor their security enforcements. 

Some of the top use cases for Cloud Computing as a cloud consumer are [13]: 

1. Backup Services - Investing in a backup solution is one of the simplest methods to get 

started with your cloud migration. 

2. Disaster Recovery - In the event of a crisis, disaster recovery works to ensure that your 

organization can swiftly recover and come back online. 

3. Virtual Desktops - IT departments are turning to virtual desktops to unify security and 

content access across devices. 

4. Test and Development - Because of the cloud's versatility, environments may be swiftly 

established, tested, and dismantled.  

5. Infrastructure – This allows businesses to avoid expensive infrastructure investments and 

access their data more simply via the cloud. 

6. Analytics - The cloud is a tremendously effective tool for storing, managing, and 

analyzing this data. 

 

Input Design 

Input Design is the process of converting a user-oriented description of the input into a 

computer-based system. The design of cloud systems is difficult and necessitates some 

experience in the field of distributed systems. Furthermore, when we consider factors such as the 

enormous range of alternative configurations, cost, and energy usage, the work becomes even 

more complex.  

Essentially, we present a methodology that takes a collection of characteristics as inputs, such as 

the total number of computers to be allotted in the cloud, features to be enhanced by the cloud 

(e.g., performance, cost, or energy-saving), and the cloud service to be implemented [14]. The 

methodology will guide the user through the process of designing and building a cloud system 

using only those components that meet the user's parameters. We present a notion that is more 

than just about constructing cloud systems; it is also about recommending the optimal 

components to the user for establishing a cloud system given a specified goal. 



iCanCloud is a cloud computing simulation software that allows users to develop and test cloud 

computing systems. It predicts all the trade-offs and then offers users valuable data on these 

metrics.  The below figure shows the architecture of the iCanCloud. 

 

 

Figure 3 Architecture of the iCanCloud simulation platform 

 

The iCanCloud platform allows you to model and simulate several types of virtual machines in the 

same cloud environment. The simulator uses this model as input to begin the simulation once it is 

completed [14]. The iCanCloud simulator is used to mimic cloud systems in this situation. To 

configure cloud models, this simulator uses text files written in the NED language. These files can 

contain thousands of text lines in some circumstances. As a result, users may find manually 

changing these files to be a difficult and time-consuming operation. The GUI module generates 

these configuration files automatically to make this work easier [14].  

 

Accessibility 

You may access your data from anywhere as long as you have an internet connection. Employees, 

partners, and clients can access and update information on the cloud from any place. These 

software or platform upgrades are either automatic or real-time. Having the capacity to rapidly and 

readily access information and others improves functionality and fosters innovation. Because your 

data is kept in a safe data center rather than your server room, power outages have no impact on 

the cloud. Many service providers guarantee a 99.9% uptime. An internet connection is always 

available to access your info [15].  

  



Though the consumer cloud brings some benefits for consumers, consumers are concerned about 

accessibility issues surrounding cloud-based services in relation to their apps and web-based 

services. A number of issues are addressed, including difficulties with registration for basic 

services. 

Conclusion 

Among the fastest-growing segments of the IT industry in the past few years is cloud computing. 

The evaluation of performance and security risks cloud computing encounters is exceptionally 

important so that more effective solutions can be found to security issues raised by cloud 

computing applications.  

In this paper, we have discussed different HCI aspects in Cloud Computing and how they affect 

or are necessary to build a better platform for better user experience and accessibility. We also 

discussed different security issues that have human factors as one of the major reasons. We have 

also looked at tools that help design a user-centered cloud design based on their requirements.  
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