Michigan
Technological
University

CS5760: HCI Usability Testing
Spring 2024

Balancing Usability and Security of Popular
Authentication Methods

Aditya Patil



ABSTRACT

This paper explores the critical balance between Usability and Security across popular
authentication methods, employing Norman's Human-Computer Interaction principles as a
theoretical framework. It conducts a comparative analysis of passwords, biometric, token-based
and multi-factor authentication, highlighting their strengths and weaknesses concerning
affordances, signifiers, feedback, constraints, and synthesizability. The study emphasizes the
trade-offs designers face when implementing these methods in various contexts, such as college
libraries, home IoT systems, corporate repositories, and hospital records. Recommendations are
provided for optimizing user experience without compromising security, aiming to guide future
authentication system designs towards more user-centered approaches. This work contributes to
the ongoing discourse on enhancing both the security and usability of authentication methods to
accommodate diverse user needs and security requirements.

INTRODUCTION

Usability has always been a key focus of Software design since the introduction of Consumer
Applications. Designers have often focused on modeling the product according to their target
Users and have also sought to ensure that they get a good experience while using the application.
Similarly, Security has also been a focus while designing Consumer Applications to ensure
compliance with the various Regulations with NIST, PCI-DSS, HIPAA and GDPR just to name a
few. The universal focus of Security has always been on ensuring Confidentiality, Integrity and
Availability(CIA) Triad for the users and Authentication has been one of the primary methods of
achieving this for a long time now. However, the interplay between usability and security in
authentication methods is a critical area of concern, as these methods serve as the primary
gateway to personal and sensitive information. This paper leverages Donald Norman's principles
of Human-Computer Interaction (HCI) to examine the delicate balance between usability and
security within popular authentication methods. Through a comparative analysis of passwords,
biometric authentication, multi-factor authentication (MFA), and token-based authentication, this
study sheds light on how each method aligns with or diverges from Norman's design principles,
including affordances, signifiers, feedback, constraints, and synthesizability.
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Figure 1: The CIA Triad



AUTHENTICATION

According to NIST, Authentication refers to the verification of the identity of a user, process, or
device, often as a prerequisite to allowing access to resources in an information system®.
Currently, Authentication is implemented in systems using various methods and they can be
broadly classified as follows:

e Knowledge Based (Something you know): E.g. Username-Password login.
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Figure 2: Password authentication

e Token Based(Something you possess): E.g. NFC Tags, RSA SecurID Tokens.
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Figure 3: NFC Tag being used

e Biometric (Something you are): E.g. Fingerprint, Iris scan, Voice recognition.
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Figure 4: Biometric authentication process




e Behavioral (Something you do): E.g. Keystroke patterns, Gait.
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Figure 5: Keystroke data Obtained using GREYC software!"’

ANALYSIS OF AUTHENTICATION METHODS
This study shall focus on the analysis of some common authentication methods and their quality
from a User Experience perspective.

1. Password based authentication
Password based authentication is the single most popular type of authentication method
currently deployed across the world with 88% of organizations using it as their primary
authentication method**, Analyzing this method through the lens of Norman's six
usability principles—affordances, signifiers, mappings, feedback, constraints, and
synthesizability—provides a nuanced understanding of its strengths and weaknesses.
Strengths

e Affordances: Passwords inherently afford privacy and security, allowing users to
access systems or information through the action of entering a secret known only
to them. This direct relationship between the action (typing a password) and the
outcome (gaining access) is clear.

e Signifiers: The password field in interfaces is a well-understood signifier. It
indicates where users should enter their password, often accompanied by icons
(such as a lock) or text cues, guiding the user's action toward secure access.

e Feedback: Most systems provide immediate feedback upon entering a password,
such as a success message or redirecting to the secured area for correct entries, or
an error message for incorrect ones. This feedback loop is crucial for correcting
mistakes and confirming successful authentication.



Weaknesses

e Constraints: While intended to enhance security (e.g., requiring a mix of
characters, numbers, and symbols), constraints on password creation can lead to
poor usability. Users often struggle to remember complex passwords, leading to
frustration or the use of insecure practices like writing passwords down, which
can compromise security.

e Mappings: The relationship between the password chosen and the security
outcome is not always clear to users. People may not understand how the
complexity of their password affects its security, leading to the selection of weak
passwords that are easy to remember but easily compromised.

e Synthesizability: Users' synthesizability of password-based authentication can
vary significantly, with some not understanding the importance of complexity or
the risks of reusing passwords across sites. This lack of understanding can lead to
behaviors that compromise both the security and effectiveness of password-based
systems.

2. Biometric authentication
Facial recognition and Fingerprint recognition are the two most widespread biometric
authentication methods with Fingerprints having a wider acceptance than Facial
recognition'. Since the working principles of Biometrics are different from Passwords,
they demonstrate different Usability properties.
Strengths

o Affordances: Biometric systems afford a natural and intuitive means of
authentication. The user's action (e.g., touching a fingerprint sensor, looking at a
facial recognition camera) is closely tied to the outcome of authentication,
leveraging physical characteristics that are always with the user.

e Feedback: Biometric systems typically provide immediate feedback. For example,
a fingerprint scanner may light up upon touch, and systems often display
messages or visual cues indicating successful recognition or the need to retry,
helping users understand the authentication status quickly.

e Constraints: Biometric authentication naturally constrains access to those who
possess the required biometric trait, effectively limiting unauthorized access. This
built-in constraint enhances security without the need for users to remember
complex passwords or carry additional tokens.



Weaknesses

e Signifiers: The effectiveness of signifiers in biometric systems can vary. While
the presence of a fingerprint scanner or facial recognition camera may be
apparent, the exact manner in which the user needs to present their biometric data
(e.g., angle of a finger, eye positioning for iris recognition) may not always be
clear, potentially leading to errors or frustration.

e Mappings: The direct mapping between the biometric input and the outcome
(access granted or denied) is clear, but users may not always understand how their
biometric data is processed or stored, raising concerns about privacy. The opaque
nature of these processes can create mistrust or confusion.

e Synthesizability: Users might have varying ideas of how secure biometric
authentication is. Some may overestimate the security, believing biometric data to
be infallible, not recognizing the potential for false positives/negatives or data
breaches. These misconceptions can affect user behavior and trust in the system.

3. Token based authentication
Due to inherent flaws in Password based authentication and newer developments in
encryption technology, Token based authentication was introduced in 1986 with the
patented RSA SecurID product!”. Initial tokens provided a One Time Password(OTP)
that would change after a set interval, however newer OTP generation protocols enabled
authentication through cell phones and email, making it more accessible. Near Field
Communication(NFC) and Radio Frequency ID(RFID) also made it possible to
implement tokens on physical devices like tags and cards, making the system more
accessible.
Strengths

e Affordances: Physical tokens clearly afford carrying and using wherever
necessary, making the act of authentication tangible and straightforward. Digital
tokens, through apps, afford convenience by utilizing devices users already carry,
such as smartphones.

e Feedback: Token-based systems typically provide immediate feedback. For
hardware tokens, this might be the display of a new OTP. For software tokens,
feedback can include visual cues on the app or notifications.

e Constraints: Tokens effectively constrain access to those who possess them,
adding a layer of security by requiring something the user has. This constraint
makes unauthorized access more difficult compared to knowledge-based methods
like passwords.



Weaknesses

e Signifiers: The indication of what to do with the token, especially in the case of
hardware tokens, might not be clear to all users, especially those with lower
technological literacy.

e Mappings: The relationship between having the token and gaining access might
be conceptually clear (having the token allows access), but the underlying
mechanism can be less intuitive for some users.

e Synthesizability: Users might struggle with understanding how tokens enhance
security. Misplacing a token can lead to access issues, and users might not always
grasp the importance of the token or how to manage it securely (e.g., not sharing
it or keeping it safe).

4. Multi-factor authentication
After analyzing the various advantages and disadvantages of the prevalent authentication
methods, Multi-factor authentication(MFA) was introduced. It refers to using any of the
existing authentication methods combined with the others. Incidentally, increasing the
number of authentication methods and integrating them into a singular process increases
the cost of implementation but it significantly increases the security of the system. The
most common type of MFA is Two-Factor Authentication(2FA) as it provides a healthy
balance between Cost and Security.
Strengths

e Affordances: MFA systems afford a higher level of security by utilizing multiple
authentication factors, clearly indicating that more than one step is necessary for
access. The use of familiar elements like passwords, mobile phones, or
fingerprints leverages existing user behaviors and expectations.

e Feedback: Effective MFA systems provide immediate and clear feedback at each
step of the authentication process. Users receive prompts or messages indicating
the success or failure of each authentication factor, guiding them through the
process.

e Constraints: MFA introduces beneficial constraints that significantly enhance
security by making it more difficult for unauthorized users to gain access. These
constraints are not arbitrary but directly tied to improving security outcomes.

Weaknesses
e Signifiers: The process and requirements of MFA may not be adequately
signified, especially for users unfamiliar with the concept. Users may be unclear
about what actions are required, in what order, or the importance of each step,
leading to confusion or errors.



e Mappings: The relationship between actions required by the user (entering a

password, using a token, providing a fingerprint) and the outcome (access
granted) can become complex in MFA systems. This complexity can obscure the
direct cause-and-effect relationship, making the system less intuitive.
Synthesizability: Users may struggle with imagining the model of MFA, not fully
understanding why multiple steps are necessary or how each factor contributes to
overall security. This can lead to frustration or resistance, especially if the process
is seen as overly cumbersome.

APPLICATION OF AUTHENTICATION METHODS
Based on the Usability analysis of the selected Authentication methods, this paper aims to
explore the application of these methods to some popular use cases taking into account the
criticality of the system, its target user base, the tech-literacy of the users and the overall
perception of the method.

Use Cases

1.

College Libraries:

Most College Libraries are used by Students and Professors. This demographic
regularly accesses the library for digital resources and gathering required
academic materials for study!'”.
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Figure 5: Interaction of Respondents with College Library!'”!

As a result, implementation of Passwords is sufficient to protect the resources
however if the Library network is not isolated from the rest of the Campus,
implementation of 2FA is a valid choice since the Users have sufficient literacy
and awareness about the importance of additional security even if the resources
become less accessible.



2. Home IoT networks:
Automation using Home IoT is a quickly growing market and the emergence of
many “Smart” devices exemplifies this. A typical Home IoT setup consists of
Smart Lights, Door Cameras, Garage doors and other devices which can be
controlled remotely or through mobile apps. It has been observed however that a
significant number of these devices have security vulnerabilities including lack of
authentication, lack of encryption and insecure firmware!'!l.
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Figure 6: Vulnerabilities in Home IoT devices!""

A lot of these vulnerabilities can be mitigated by implementing Passwords on the
devices and basic encryption for transit data. The method is simple and comes
with very little additional cost for the manufacturers while not significantly
compromising with the usability of the device.



3. Corporate Repositories:
Corporate Repositories are meant to host proprietary code and are accessed by the
development team in various capacities. Hardware/Software token is the most
feasible technique applicable to this scenario because it is usually provided as a
Federated Identity Management(FIdM) service by third-parties, which offloads
the task of security from the actual development team.
In terms of usability, it does not have much of a negative impact since the
development teams possess a good knowledge about the need of these security
measures and are compliant with the security policies.
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Figure 7: FIdM Components

4. Hospital Records:
Hospital Records are a challenge from both Security perspective and Usability
perspective. The Security challenge arises from the fact that they are protected by
Government regulations like HIPAA in the United States and therefore require
some mandatory protection mechanisms for compliance. On the other hand, the
people with access to these systems are mostly Health professionals and patients
who have a wide range of technological literacy. To tackle this situation, MFA
implementation should be practiced, however the second factor beside Passwords
can be something more intuitive like Biometrics, which are usable by a variety of
people while giving good security!!l.

CONCLUSION

Considering the various advantages and drawbacks of popular authentication methods, it is
suggested to implement the more complicated authentication methods like Tokens and MFA
when the User base has a higher technological literacy while Biometrics are a good technique for
a balance between Usability and Security for the general public. Password authentication should
still be considered a default scheme in most scenarios due to its ease of implementation and can
be provided as a backup in case the other methods cannot be used in a particular instance.
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