[#] Nearly two dozen satellite
terminals at the Menwith Hill
facility in northern England are
allegedly used by the 4.5,
Hational Security Agency o
intercept sateltile and radio
communications worldwide,
The site is said to be part of the
global surveillance effert
known as Echelon.

Encryption wars:
shifting tactics
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computer in the past, even if such files were
subsequently "deleted” by the user,

The ability to resurrcct electronic paper
trails from suppasedly deleied files stems in
large part from the features built into many
computer programs. For cxample, the 111515
command in most software docs not delete,
It merely marks the space that such a file
occupled in a disk as being available in the
luture to be overwriilen. (IF it really deleted,
then usnnrTe commands would not work.)
Also, many Windows applications save tem-
porary versions of a file being worked on,
just in case the computer crashes. Even if a
uscr were Lo deliberately overwrite the orig-
inal file, the temporary versicn stil] lurks
in some part of the disk, often with an
unrecognizable name and occasionally even
invisible from the conventional directory.

Electranic paper trails are also left behind
by the 1ast save function, which saves the
latest version of a word-processing docu-
ment as the original plus the sequence of
changes made to it. A recipient of the elec-
tronic end result can see how the document
cvolved over time—not the kind of infor-
matien most peaple care to share.

Internet-related applications, like many
other soltware programs, de a lot of inter-
nal housekeeping that involves writing
information onto the hard disk. For exam-
ple, the popular Web browser Netscape
Navigator creates a file called netscape.hst,
which grives a chronological listing of almost
everything its user has done with the
browser since it was installed.

Simply surfing the Web pushes other
data into computer memory, in the guise of
“cackies” and as documents "cached” on
one’s disk, Web sites visited can also learn
the visitor's [nternct service provider, Web
browser, and a lot more. A remote Weh site
could even gain full access to a visitor's hard
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disk, depending on how agaressive that re-
mote site elects to be and how extensive the
protective measures taken by the visitor,
Software tools now make it fairly straight-
forward to gel a computer to cough up infor-
mation that its owner may not realize s there,
Not to be outdone, computer programmers
have developed numerous tools that can
defeat most computer forensics tools. While
such counter-forensics programs will remove
most traces of sensitive data from a computer,
it is extremely difficull to remove all traces
that may have been left behind. In the
absence of a thorough schooling in the ¢so-
teric details of computers, the odds favor the
competent computer forensics investigator,
Also favoring the forensics expert are new
laws lepalizing the accessing of computers
by law enforcement agencies. Last [December,
lor example, the Australian Parliament passed
a bill giving the Australian Security Organ-
ization the power to obtain warrants to access
computers and telecommunieations services
*if necessary deleting or altering other data
in the target computer. . [and] to conceal the
lact that anything has been done under the
warrant." And as of this February, Dutch
authorities are now permitted Lo use bugging
devices in computers to relrieve text.

COUNTERMEASURES

The vartous legal roadblocks and tech-
nical wizardry contrived by governments
and law enforcement to hlock encryption’s
spread have, of course, curbed neither the
need for the technology nor the ingenuity
of privacy-loving programmers. As a result,
a number of countermeasures have been
engincered to augment or replace encryp-
tion. Among them are ananymizers, which
conceal the identity of the person sending
or receiving information, and steganogra-
phy, which hides the information itself.

The need for anonymity in a democratic
sociely has lang been recognized, to shield
whistleblowers and political dissenters fram
retaliation, to protect the records of med-
ical patients, and so on. [ .ess dramatic situ-
ations also justify anenymity, such as plac-
tng a personal ad or seeking employment
through the Internet without jeopardizing
ones current joh, To be sure, ancnymity can
be exploited by sociopaths seeking to avoid
accountability for their actions. But, in gen-
eral it serves a useful sacial function.

Anonymous and pseudonymous remail-
crs are computers aceessible through the
Internet that launder the true identily of an
e-mail sender. Most are operated at no cost
to the user. A pseudonymous remailer re-
places the senders e-mail address with a false
one and forwards the message 1o the in-
tended recipient. The recipient can reply to
the sender's pseudonymaous address, which,
in turn, forwards the response to the senders
rrue address.

Anonymous remailers come in three fla-
vors: cypherpunk, mixmaster, and Web-
hased. Cypherpunk remailers strip away the
message header, which describes where the
message came {rom and how it got there,
before forwarding the message Lo the recip-
ient. Conceivably, someone with physical
access to such a remailer's phone lines could
cerrelate the incoming and outgoing traffic
and make inlerences.

Mixmaster remailers avoid that problem
by using stronger encryption and tricks for
Frustrating traific analysis, such as padding
messages 10 disguise their true length. Bug
even mixmasters can he compromised. For
example, through a concerred effort, it would
be possible to detect a correlarion between
Mir A sending an encrypted message through
a remailer, and Ms. I receiving a message at
some variable time alterwards. '
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Is privacy a right?

ncryptio’n propanients often su'pport .

« their views by citing the individual's

right to. peracy But 1o what extent is:
“such a right. protected by law? The-ans-
- wiervaries widelyfrom country te coun- |

Ary: Most couritiies, with the notable ex-

.teption of totalitarian regimes, lrngally

- protect bath personal records and com-
‘murications to some’ extent, W|_t_h_ of
course carefully worded exclusions in the

-cases of suspected but nebutously de-

Afined “crimes.” .-

“Even states with a jong bistory. of

- democracy tend to'interpret their. obli-

- gation to ensurg domeshctranqull}ty as.

:-supersedmg the citizen’s right to privacy.

. These same co_untr_le_s may-protact the-
! privacy of a cjtizen from othet ditizens-
“but. nat from. the: government itself.

;'Interestlngly( some laniguages {such as
Greek) do-not even have a word for "prt-

vacy," even though it3 essence may be-_

- ingrained Into the culture:

. The U.5, Canstitution does nct explic-

itly- protect: privacy. Mast likely, the
framers of the constitution saw privacy

“righits-as confllcting ‘with ether consti-.

-tutional guarantees. The first amend-
. mént, far example, blocks the govern-

* ment from restricting expression, even-

though that expressian ‘might also com-
promise the privacy of others.- -
“" -When the-Federal government has

tried to protect individualprivacy, ithas
often ended u‘p'a‘c odds with the First -

. Amendment; in court, privacy rights
alfnost never. win against’ the. First
- Amendment. Collection and dissemina-

- tion of. mformatlon aspecially about

- public figures, is hardly ever restrlcted

by the ‘Supreme Court, THeré is, how- .

‘gvar,.somefipliclt canstitutional pro:
tection farcertain private activities; such

. a5 freedom to practice one's religion.

in general, what little protection of

individuat privacy therg is at'the Federal
- level relates fo procedures rather than -
_substance, asinthe Fourth-Amendment’s

- prohibitian of “unreasgnable $earchand
-selzure.-Of course, what is-"unreason-
~able” is in the mind of the behalder, and
_the beholder changes with time, Back in

- 1928, forexample, the Supreme Court de- .

creed, in Ofmstead v the United States,
that Federal wiretapping did nat amount

-10 an unressonable search because it di
nat involve a physical trespass.

The Federal Communication Act of -

1934 made wiretapping'illegal; but a

- subsequent reading of the taw restored .

~wiretapping's legitimacy, aslong as the
wirgtapped information was kept W|th|n
the executwe branch '

" The Fifth Amendmant prevents the
gavernment from taking private prap-’
-erty for public use-withouit-due process-
and compenisation. In 1984, the Supreme *
- them biy-their réspective constitutions.
extends to data, toa. Even'so, the pro- ..
-tection is minimal at best; it is.not.an’
outnght prohibition agamst seizure byr.'
- ‘the state.

Court decraed. that this - protection

When it comes to data heici by the
government, the. 1974 Federal Privacy

Act stipulates that government agencies -
gt “harful programming.* Qr the:

<an only store “relevarit.ang necessary”

“persenal information about individuals.”
This stipulation is obyiciisly vague and )

therefore subject 1o abuse.

A number of states have their own pnf. '
vacy laws. Unfartunately, many of these -
'.toward a inifarm set of standards, In tha |
‘Commen Positian of the European Par- :

are also vaguely worded and have ended

up beirig tested in state courts time and
'again. in Hawati, for'axample,- itisiliegal

to *invade privacy,” uriless“therg is a
"rompelling State irterest.” Arizona,

“likewlse, makes it illagal for one to be-

"disturbed in his private
affairs except under au-
thority of law.” Catifornia,
ih 1974, declared privacy -

private individuals have
almost never won law- .

sults against other private parties for .
“such. -

Wrivacy  viglations. In ‘general,

“claims have to he framed in terms of
loss of property, rather than simple foss -
of -privacy. .But. who owns pgrsonal.
informatian? Are a gatient's medical -
records owned by that, person or by -
-the medical doctor or hosp|tal or msur—-.‘-
“ance company?- : :
U5, courts have ofteri stated that the :
‘Information is cwned by whoever went -
‘to the trouble and expense to collect

and store it, Even the Supreme Court has

‘stated that any expectations of privacy’
-must derive thely legitimacy from laws -

geverning real ar pessonal progerty. .
Given such a flimsy legai framework
for the protection of: privacy, it follows

that the only substaritlve means an indi- -

vidual in the United States has to pro-

tect the privacy of hisfher data is to-
~encrypt it in a secure manrier,

* ACROSS THE ATLANTIC .

" .In contrast to the United States,
_Western Eurcpean countries have strang -
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TheUS

fegal protectian of individual privacy, .

lronicatly, this protection is possible pre-

- clsely because those governments have .

fewer legal limitations placed upon

:0n’ the.one hand, ne . European :

“nation has a canstitutional guarantee of .

fréedar of expression or freedom.cf the -

- press. As a result, the:press i Eurape has
“tilmeand again bean muzzled by courts
-appeating to "higher” peinciples, and -

there gre-laws pmhtbatmg the Biroadcast

other hand, this samé broad authority .
to intervenée in communications and -

* infofmation makes |t posslbls to Ieg|s~ :
late privacy. -

- With. European unlflcatlon, the trénd is

ifament, which went into effect in 1998,

- Article 1-states that thare Is 3 "funda- |
. mental rtght to privacy with respect [ta] |
:_the processmg of personai data,” The fact |

that . the - European.
Union (EL) classifias :
Privacy.as a basic right -
makes ‘i’ extremely

an “Inalienable right,” Consﬂtutlon _hardto chailenge.
yet:in 1994 the state . " 'Another article in
ruled “that mandatory - dOES nOt “the: same. document
-drug testing- of college prohiblts EU fnembers .
athletes was not an inva- - e)(phcrtly protect from giving:personhal
sion of privacy. ) “data te nonmamber :
in the United States; prlvacy | countries thiat “fail to -

‘epsure an adeguate
" level of protection.” ;
Aithough this position does not et carry

‘the weight of law, soms Edropean coun- ;
- “tries have refused to provide marketing -

data, ar-any other data that Identifies

individdals, td'the. US. government or :

U:S, companies. .
“The' European Conventwn on Human _
nghtS also protects privacy to some

- degrae, Among other things, it prohibits -
. states from intercepting citizens' e-mail.

or'Internet calls or cavertly tampering
with:citizens’ computers: In 199_8,.the
gritish pariiament, in-approving a vari- -
atlian &¥ this convention, estabhshed an

._enforceable right to privacy. Even so,

cryptographer.Brian Gladman has spec

-ulated that the country's government

may:fesort-to.implanting Trajan horse .

software in select individuals’ comput-:
“@rs; ta-get around any encryption beiny :

used. If implemented, such a-practice :

~wolild possibly violate:-Britain's 1990

Computer Misuse Act; though it would :

“comply. with tha 1994 Intellsgence_
_"Services Act ) '

ZMAC,
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Web-hased anonymizers range [rom sites
offcring conventional anonymizer services,
to others where the connection between the
user’s computer and the anonymizer is itsclf
cncrypled with up to 128-bit encryption.
The job is done using the standard Secure
Socket [ayer (SSLY encryption, built into all
Web browsers of recent vintage.

For extra privacy, a message may be
routed through a series of remailers. Two
popular rematler software packages, Private
Tdalo ane Jack 13 Nymble, enable the sender
10 do this automatically.

The Onion Router project (see the site at
www.onion-routernet) of the Naval Research
Laboratory in Washington, D.C., offers
another way to string together remailers.
Whats more, it allows ananymized and muil-
tiply encrypled Web browsing in real time.

Union routing is a two-stage process. As
shown in Figure 2, the initiator instricls
router W {in this casc, a proxy server at the
firewall of & sceure sile) 1o create an anion,
which consists of public-key—enerypted lay-
ers of instructions, Router X peels off the first
layer of the onian, which indicates the next
step in the path and supplics a symmetric
decrypting koy for use when the actual mes-
sage comes through later,

‘The onion then goes to Rauters Y and Z,
depasiting keys at cach stop, Onee the con-
neckion is established, the encrypled mes-
sage is sent through and successively de-
cryptad, arriving at the recipient as plaintext.
To respond, the recipient sends the message
to Rauter Z, which encrypts the text, onion-
style, and sends it back through the afrcady
established path.

HIDING DATA

The microdot used by German spies dur-
ing Waorld War [] to transmit strategic infor-
mation is an example of steganography, used
10 hide data in plain view. The microdot con-
sisied of a greatly reduced photograph of a
page of text, which was pasted over a peried
in an otherwise innocuous document. A more
modern application is the digital watermark,
for identifying official copies of copyrightcd
images and recordings. Unlike encryption,
which hides the content of a message in an
obvious manner, steganography hides the
nsere existence of anything hidden,

The commercially available computer-
based steganography programs popular
loday rely on three technigues:

* Merging the information to be hidden
into a “cover” sound file by changing the
least significant bir of cach digitized sam-
ple of the file. The resulting filc sounds the
same to the human ear and is the same
Tength as the original file.

* Merging the information to be hidden into
a cover image file by changing the least sig-
nificant bit of the digitized valuc of the
brightness of cach pixel. Typical images use
236 levels of brightness, with 8 bits per pixel
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for black -and-white images and 8 hits for
each of the three primary colors {red, green,
and blue) per pixel for color images. A lot
of data can lurk in a 1024-hy-768-pixcl
image [Fig. 31

* Hiding data in the arcas of a computer
floppy disk or hard drive that are nor-
mally not accessed, A computer disk is
divided into clusters, each of which holds
from 512 byles to over 32 000 bytes, When
a file is saved, it uses a portion of ane ar
more clusters; because DOS and Windows
store only one [ile per cluster, the space lelt
over between the end of a file and the end
of the cluster {called the slack} is available
to hide data in. This scheme is extremely
casy to detect, however.

are developed to detect it, The more exten-
stve Lhe program’s use, the more resources arc
devoted to detecting its [ootprint.

THE FUTURE OF ENCRYPTION

Encryplion teday is as strong as it is
hecause there is no need lor it to be any
stronger. O course, the underlying math-
ematical assumptions might be challenged
by a breakthrough, such as a solution to
factoring large numbers into their prime-
number components. Mecanwhile, an
encryption methed can be strengthened
by merely adding bits to the encryption
key,

Nevertheless, several schemes under
development may eventually find use for

[3] Steganography {above] is the science—ar in this case, the art—of hiding data in plain
view. Commercial software can easily embed information, which may or may not be encryp-
ted, within otherwisa benign digital audio and vidao files.

The most commanly used commercial
stegranopraphy software wools are [ lide and
Seek, Steganos, Stegoldas, White Noise
Storm, S-Toals lor Windows, Jpeg-Jsteg,
and Stealth. For Unix computers, there is
STS {Steganographic File System).

Steganography does have some weak-
nesses, For one thing, sending or storing
many seemingly harmless images or sound
files can in itself raise 3 red flag, unless the
sender’s normal raucine as, say, a musician or
photographer warrants such conduct. And
while image and sound files hidipg informa-
Lion may scem natural to the eye or car, the
difference may still be detectable by tech-
niques devised to spot such aberrations.

Interestingly, the extent to which hidden
information can be detected s refated to the
popularity of the steganography soltware
used. Law enforcement agencics treat steg-
ancgraphy much like a computer virus: onee
a program hits the market in a big way, tools

clectrenic communication and storage; ellip-
tic curve encryption; voice encryption {al-
ready freely available and used worldwide
aver the Internet}; quantum cryptography;
and [2NA cryprography.

Few microprocessors have heen spe-
cially designed te run encryption software,
Mast personal computers can accemmuo-
date the hardware and software require-
ments of modern encryption, but most
hand-held devices, such as 3Com's Palm
Pilot, cannot. For these devices, a new class
ol algorithms, known as elliptic curve
encryplion, is claimed to provide encryp-
tion strength equal to that of the standard
algorithms in use today, while using a
smaller key and arithmetic that is easier on
microprocessors and needs much less
memory. Betng a new type of encryption,
its sccurity has yet to withstand the con-
certed scrutiny of experts.

Voice encryption is a response to the
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increasing flow of audio trallic aver the
World Wide Web, which has led, among
other things, to the merging of slrong
encryption with Internat telephony. Given
appropriate softwarc, anyonc today can
carry on {ully encrypted conversations with
any other user cannected to the Internet.

Terhaps the most advanced such software
is SpeakFreely, which is available worldwide
free of charge (see www.speakfreely.org).
Some mainstream voice-over-the-Internes
services do not offer encryption, though.
Instead, they route the data through the
company's scrvers, Lherchy opening up a
security weakness,

Quantum cryptography is not in itself an
encryption algorithm. Rather, il is a means
{or creating and securing the distribution of
private keys. Based on the Heisenberg un-
certainty principle, the idea is that com-
municating photons cannot be diverted
from the intended recipient to the un-
sought-for interceptor without creating an
irreversible change in the guantum states of
the system.

The precepts of guantum cryptography
date from the carly 1970s, and research has
heen ongoing far the last decade at univer-
sitics like Johns Hopkins University, in
Baltimore, Md., and the University of Ceneva
in Switzerland, at ULS. national laboratories
such as |.os Alamos; and in the corporate sce-
tor, at British Telecom and ¢lsewhere,

In DNA crypiography, each letter of
the alphabet is converted into a differ-
ent cambination of the four bases that
.make up human deoxyribanucleic acid
{DNA}. A picce of DNA spelling out the
message to be encrypted is then synthe-
sized, and the strand is slipped into a
normal fragment of human DNA of sim-
ilar length. The end result is dricd out on
paper and cut into small dots. As only
one DNA strand in about 30 billion will
contain the message, the detection of
even the existence of the encrypted mes-
sage is most unlikely.

SHIFTING ATTITUDES

If, as scems likely, eneryption and re-
lated products will continue to develop for
personal and commercial uses, countries
will have to rethink their policies toward
the technology.

In what may be a sign of things to come,
the German government announced last
May that it would fund the development
and free distribution of open-source cacryp-
tion software that the government itsell will
be unable to break {sec www.gnupg.org). The
Federal Ministry of Eeonomics and Tech-
nology released a report stating that Ger-
many “considers the application of secure
encryption to be a crucial requirement for
citizens’ privacy, {or the development of
clectronic commerce, and for the pratec-
tion ef husiness sccrets.”

Several manths earlier, French Prime
Minisier Licnel Jospin annaunced a simi-
lar shift, saying that his country would scrap
any key escrow plans in favor of free use
of cryptography.

in both cases, the metivation seems o
have been the realization that protecting
data [rom foreign parties outweighs any law
enforcement concerns, and thar the use of
strang encryption furthers, rather than hin-
ders, national security,

Independently, the Canada government
announced last October that it would not
seck ta repulate the domestic use of encryp-
tion. [ikewise, the Clinton administration,
in announcing the loosening of LLS, cryp-
tography export policy last September [dis-
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[4] During the 1999 Internat Convention,
held in Hong Kong, police handed out stick-
ers like the one at laft to encourage the use
of encryption. Official attitudes toward
encryption are shifting from deep opposi-
ticn to outright endorsement.

cussed in Pare | of this aticle], noted that
"Americans will remain free to use any
encryplion system domestically.”

The significance of such trends is clear:
the global reach of the Internet has made it
extremely easy [or encryption soltware to
travel between countrics, with or without
contrals, and if one or more major countries
elects not to enforce controls, the technol-
ogy will spread still mare casily. Society's
transformation into a computer-based ceon-
omy makes protecting corporate and personal
information not only desirable, but necessary.

How then daes one balance privacy and
confidentiality with security? [ar govern-
ments ave undoubtedly obligated to protect
their citizens from terrarism and from out-
and-out criminality, A partial solution may
be 1o criminalize the use of encryption
only in the commission of generally rec-
ognized serious crimes and to encourage
its use elsewhere.

CALOYANNIDES | ENCRYPTION WARS: SHIFTING TACTICS

Artempting to contral encryplion,
however, has proved 1o be an ineffec-
tive means of preventing crime and nay
actually burt vital national interests.
Similarly, the granting of new policing
powers 1o law enforcement agencies will
do less wo protect a country's critical
infrastructure than building betrer secu-
rity technology. And, if greater security
is truly what governments are alter, then
much can be donc with the tools
alveady in hand: encrypting all impaor-
tant data and communications makes
their illegal retrieval and interception
useless to the thiel. *

TO PROQBE FURTHER
Additianal material related to this article can
be found an the IEEE Spectrum \World Wide
Web site at www.spactrum.ieee.org,

Nicky Hager's Secref Power was published by
Craig Potton Publishing, Melson, New Zealand,
1896. The U.5. government's surveillance efforts
are also desaibed in “They are listening to ys,”
Business Week, 31 May 1998, pp. 110-11, and in
John Markoff's "U.5. Drafting Flan for Comptrter
Monitaring System,” The New York Times, 28
July 1999,

A good source of information on steganogra-
phy is the site at www.jjtc.com/Steganography/.
Hiding one's identity is discussed at www.
stack.nl/~galactusfremailersfindex-angn.html
and www.anonymizer.com.

Privacy and the !nternet are discussed on the
Wob site at www.cs.berkelay.edu/~dawipapers/
privagy-compeon97-wwwiprivacy-htmlhtml. The
site at http:#jya.comf arypto.htm has many doc-
uments related to encryption and privacy,

Cryptography and Liberty 2000, by David
Banisar and Wayre Madsen {Electronic Privacy
infarmation Center, Washington, D.C., 2000},
surveys the ever-evelving regulation of en-
cryption in 135 countries. A review of cryp-
tography policy in Europe is on the Web at
www.modeemi fi/~avsfeu-crypto.html,

Later this year, the IEEE plans to publish a new
standard for implementation of public-key
cryptography. Further information is at
http #grouper.ices.orgfgroupsf 13634
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