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Abstract—Web services via wireless technologies, mobile have become more critical, especially for mobile consumers
services (M-services), HTTP, and XML have become important (e.g. moving from one place to another, or using wireless mo-
for conducting business. W3C XML Protocol Working Group  pjje systems). A static access control is incompatible for such

has been developing standard techniques such as Web Service% - bil . ts. C .
Description Language (WSDL), simple object access protocol ynamic mobile environments. Consumers may access services

(SOAP), universal description discovery and integration (UDDI). across multiple service domains and it is necessary to develop

However, at this stage, there is no standard technique for accessefficient cross-domain authentication and access control that

control in M-services. . can involve roaming between domains. Cross-domain authen-
This paper describes a secure and flexible access control schemg;ca1ion jtself can become complicated authentication activities

and protocol for M-services based on role based access control hen th - this | dd ic. Thi d limit
(RBAC). The access control architecture involves a Trusted Cre- when the roaming patn IS iong and dynamic. ThiS couid limi

dential Center (TCC), a Trusted Authentication and Registration the future of M-service applications.
Center (TARC) and a secure ticket based mechanism for service ~ Furthermore, there can be different types of M-services. In
access. Users and service providers register with the TARC some cases, there can be specific binding relationships between
and are authenticated. Based on this, tickets are issued by the ihe harticipants whereas in others such as shopping, any user
TCC to users. Tickets carry authorization information needed - -
for the requested services. In particular, we are able to specify may_ be able to access a ser_wce using say some form of elec-
access control polices based on roles. The protocols between thdronic payment. Hence, there is a need to develop a secure access
various entities in the model are protected using appropriate control scheme that is flexible enough to capture these specific
security mechanisms such as signatures which are used to verify hindings and take them into account while making decisions.
correctness of the requested service, as well as to direct billing 5154 4 yser may wish to access multiple M-services over a pe-
information to the appropriate user. Our architecture supports ef- . . - . - -
ficient authentication of users and service providers over different rlo_d _Of time. This re_quwes that the security management 'S_ both
domains and provides a secure access model for services to usersefficient and effective when users change from one service to
Our model is also able to support anonymity of users. Only the another. There have been several proposals relating to M-ser-
TARC is able to identify misbehaving users. We believe that the vice systems [1], [5]-[7]. Probably it is accurate to say that
proposed architecture forms a good basis for achieving a secure st of them lack the required flexibility in security manage-
and flexible M-service system. . . . .
ment. For instance, the Excellent e-service [5] provides service
Index Terms—Access control architecture, anonymity, RBAC, via different channels and manages customer communication
secure M-services, ticket based access control. via e-mail, text chat, and fax in the same system. However, cus-
tomers have to trust the system (e.g. with their credit card num-
|. INTRODUCTION bers) and there are no mechanisms for privilege management.
: . . . Another M-service system Red hat is designed to provide enter-
WIRELESS. W_eb mobile service (M-service) IS a WEbbrise-class Linux for enterprise-class servers and applications
based application that acc_epts requests from d'_ﬁeremzi{i It supplies the source code of some productions and also
tems on the Internet and can involve a range of wireless uires the private information of customers for payment. The

Web technologies such as GSM [1], XML [2], SOAP [3], ar]%Iobal system for mobile communication [1] provides mecha-

WSDL [4]. Vendors and customers can provide and obtain s lisms for user authentication as well as integrity and confiden-

Xces W'thl(t)m bem.? I|m|(tjed _by the_ Iocatu_)n I\(zf an l_\/l—serwtceﬁa”ty, including protection of information exchanged between
S a fesult, secunty and privacy 1SSUes in Ni-service SySteiiidbile terminals and fixed networks. It provides only limited

privacy protection for users by hiding their real identities from
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on the trust model and the security services such as authenti TARC
cation and ticket based credentials, the service provider shoulc ]
be able to conclude that the claimed user is who s/he claims tc Registration

ubDOr

be and that s/he has the privileges to access the requested se
vice. Similarly, based on the trust model and security architec-
ture, the users in the M-service can reliably identify that a ser-
vice provider has correctly charged for the service that has beer
provided. At present, majority of M-service systems depend e .

g 1. M-service model.
tirely on an implicit trust model whereby the users and providers
trust each other completely. Such a scheme is not suitable for
large scale systems with numerous service providers and usefermation needed for the requested services. In particular,
over multi-domains. we are able to specify access control polices based on roles.

Flexibility . A basic characteristic of an M-service is that dickets are transferred using SOAP. The protocols between the
service can be provided to a user anywhere and at anytime. T¥asious entities in the model are protected using appropriate
in turn requires an efficient cross-domain authentication asecurity mechanisms which are used to verify correctness of
a flexible and effective access control privilege managemethie requested service, the validity of the privileges, provision
Mechanisms present in current M-service systems are not adeservice as well as secure charging users for service usage.
guate to fulfill these requirements. Current solutions often re@ur architecture supports efficient authentication of users and
on roaming agreements for cross-domain authentication. A ussatvice providers over different domains and provides a secure
when applying services in a foreign domain, authenticates himscess model for services to users.
self to the foreign service provider. This process often assumed he billing information is stored in the TCC for the users to
that the foreign service provider trusts the home domain agetgw and access after service provision. There are lots of issues
of the user and is based on roaming agreements between varasgociated with this [8]-[10]. This paper will focus on the access
service providers. With the rapidly growing number of serviceontrol for M-services.
providers, such schemes will no longer be practical. There will The main stages involved in the architecture are illustrated in
be a need to minimize the number of interactions between thig. 1.
home and foreigh domains. This paper is organized as follows. In Section I, basic defi-

Furthermore, the issue of privilege management across miitions and ticket types are introduced. The basic definitions in-
tiple domains poses a number of additional challenges. Firsliyde RSA, multisignature, and RBAC. There are four different
there is a need to represent different types of privileges for dkinds of tickets, they are tickets, ¢, t2, andts. A single sig-
ferent services in different domains. Our access control archature scheme for tickets, ¢ is presented in Section Il and
tecture is able to support a range of access policies includitigg extension of the single signature scheme to a multisigna-
role based access control (RBAC). RBAC has gained much pdpre scheme for ticket is discussed in Section IV. The security
ularity in access control, though the idea of partitioning privief the proposed solution with role based access control and the
leges in terms of specific job functions and roles have been wklgical proof of the solution as well as its deployment in wire-
known for several decades. Second, there is a need to verify i¢gs environments are analyzed in Section V. The usage of the
correctness and the validity of the privileges at the time of asecheme and related works are discussed in Section VI. Finally,
cess to a service. This can be done by the service provider itsgificlusions are presented in Section VII.
or some entity that is trusted by the service provider. The se-
curity management model should be flexible enough to specify|. SecyurITY PRIMITIVES IN THE PROPOSEDARCHITECTURE
a range of privileges and to evaluate them to make appropnate
decisions in an efficient manner.

Efficiency. Users are susceptible to being disconnected andTo facilitate discussion, the following is a brief review of
loosing data while accessing services in wireless environmergsme well-known primitive cryptographic terminologies that
Also a user may need to connect to multiple services and chang# be used in this paper.

M-service systems to access different kinds of services on theHash function, h(z) is a hash function. For a giveni it is
Internet. The new scheme should provide a scalable solutioomputationally hard to find an such that.(z) = Y, wherez

for different kinds of M-services and use bandwidth efficientlynight be a vector.

especially in wireless networks. Hash functions have been used in computer science for along

In this paper, we propose a security architecture for M-seime. They are used in several cryptographic components in-
vices addressing some of the aspects mentioned above. €luding pseudo-random generators [11], digital signatures and
architecture involves a Trusted Credential Center (TCQ)essage authentication [12].

a Trusted Authentication and Registration Center (TARC) RSA is a public key cryptosystem that offers both encryp-
(via UDDI) and a secure ticket based mechanism for servitien and digital signatures (authentication) [13]. RSA works as
access. Users and service providers register with the TAR@lows: taking two large primepg andq, and computing their
and are authenticated. Services are described in the TCC amubuctn = pq; n is called the modulus. Choosing a number
service provider by WSDL. Based on authentication, tickelsss tham and relatively prime tdp — 1)(¢ — 1). Finding an-
are issued by the TCC to the users. Tickets carry authorizatiother numbed such tha{ed — 1) is divisible by(p — 1)(¢ — 1).

Vircless network

User

Service
Provider

Basic Definitions
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access. In particular, the RBAC model supports the specifica-
tion of the following:

a) user/role associations; the constraints specifying user au-
thorizations to perform roles;
b) role hierarchies; the constraints specifying which role may
inherit all of the permissions of another role;
c) duty separation constraints; these are role/role associa-
tions indicating conflict of interest:
1. Static separated duty (SSD); a constraint specifying
that a user cannot be authorized for two different roles,
2. Dynamic separated duty (DSD); a constraint spec-
ifying that a user can be authorized for two different
roles but cannot act simultaneously in both,
d) Cardinality; the maximum number of users allowed, i.e.
how many users can be authorized for any particular role
(role cardinality), e.g., only one manager.

USERS

PERMISSIONS

User—role assignment  (UA) Permission-role assignment (PA)

<> Indicates many-to-many relationships

Fig. 2. RBAC relationship.

The public key is the paim €), the private key ig. The factors
p andg may be kept with the private key or destroyed. .
It is currently difficult to obtain the private key from the B- Ticket Types

public key (, ¢) for alargen (say some 2048 bit integer). RSA  There are four participants (the user, the service provider,
is often used in many different applications such as email, elege TARC, and the TCC) and several protocols for ticket ac-
tronic funds transfers and remote access. quisition, ticket usage, clearance, and billing in the M-service
Multisignatures imply that several signatures are signed omodel. The user obtains tickets by running the ticket acquisi-
the same document. There are at least two ways to implemgah protocol. These tickets are used to access services. The user
multisignature. One method involves each person signing s@pesents an appropriate ticket to the service provider who can
arately and the document being passed on from one persowedfy the validity of the ticket. If the verification of the ticket
another. Another scheme involves a message being signedsssuccessful, then the service provider provides the service to
multaneously [14]. the user according to the conditions on the ticket. Based on
Role Based Access Control (RBAG)in general an RBAC the received tickets, the TCC prepares a charging bill for each
system involves users being associated with roles and the ralesr. The exact forms of the clearance (payment to the service
being associated with permissions. A permission typically spgerovider) and billing (payment to the TCC) protocols are not
ifies target objects and the operations that can be performeds@ecified in our model. Readers may refer to [8] for details.
them. There are many relationships between users and roles, anthere are several advantages in using tickets for accessing
between roles and permissions as shown in Fig. 2. In termssefvices [21]:
administration, there is the management of user to role map- Trust: Tickets may include all required information about
ping (e.g. assigning users to specific roles) and the management services and service providers etc. Users can buy and use
of role to permission mapping (the privileges associated with  the tickets to obtain appropriate services provided by ser-
the roles) [15]. In general the authorities that manage these two vice providers. There is no contractual relationships be-
mappings can be different; furthermore the strategies for man- tween users and service providers.
aging these mappings such as when should elements in these User Privacy: Tickets can be designed to operate as pure
mappings change also varies. capabilities. The service provider can make its decision

In 1993, the National Institute of Standards and Technology
(NIST) developed prototype implementations, sponsored
external research [16], and published formal RBAC models
[17]. Since then, many RBAC practical applications have been
implemented [18], [19] because RBAC has many advantages
such as improving the security of systems and reducing admin-
istration cost etc. However, there has been little research done
on the usage of RBAC in M-service management [20].

Typically, an RBAC model has two componenid,C, and
MC;. Model componend/ Cy, called the RBAC authorization
database model, defines the RBAC security properties for au-
thorization of static roles. Static properties of a RBAC autho-
rization database include role hierarchy, inheritance, cardinality,
and static separation of dut§/C1, called the RBAC activa-
tion model, defines the RBAC security properties for dynamic
activation of roles. Dynamic properties include role activation,
permission execution, dynamic separation of duties, and object

whether to grant a service or not without identifying the
real identities of the users.
Scalability: If tickets are designed in such away that the in-
formation in the tickets can be verified without performing
cross domain authentication in real time, then this scheme
can be scalable to large systems.
Granularity of Access Control: In principle, a ticket can
be used to capture a range of access control policies such
as role based access and privilege based access. So one can
support a fine level of access control in terms of privileges
and operations and a coarse level in terms of roles.
Delegation In general, itis possible to use the ticket mech-
anism to transfer privileges to other entities. If the posses-
sion of a ticket gives access then delegation can be achieved
by controlling the propagation of tickets.

However a number of security issues arise such as how
to prevent illegal duplication and forgery of tickets [22].
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TABLE | Trusted_role (System initialization)
TICKET TYPES
Types to | t1 | t2 | t3
user - - + +
provider | - + +

step 1 (I, 1, D)

- (Credential_role
(public center)

Duplication. There are two types of duplication that need
to be considered. The first type is that users either uses or
transfers a ticket many times (similar to double spending
in electronic cash systems). The second type is an eaves- ‘
dropper, who listens to someone else acquiring a ticket and
makes a copy for himself.
Forge_ry. Forggry refers to the illegal COnStrUCtion of q:ig. 3. Single signature scheme for tickefsandt..
valid ticket, which can be used for accessing resources.
Modification. Users must not modify tickets. This is
to prevent users from accessing resources for which thgheme, signer, verifier, credential_role and trusted_role.
tickets have no permission, e.g. a ticket that allows travBepending on tickets, the signer can be a user or service
by bus, should not be modifiable to allow travel by planeprovider that signs a ticket. The verifier might be a user or
A ticket may bind a given user and a given service provideervice provider that verifies the signature of the signer. The
together. For example, a movie ticket, which usually does natedential_role in the TCC will issue tickets as well as provides
specify who can use it (i.e., the user) or a travel card, whi¢hformation for the verifier to check the signature. Whether
may not restrict the means of transport (i.e., the service). Bagbd signature is valid or not depends on the information. The
on this observation, there are four types of tickets. These drested_role is a judge to solve the conflict between users and
illustrated in Table |, where+" means that the correspondingservice providers. This is because only the trusted_role has
entity, user or service provider is bound by the ticket, whilé “ the secret key of the system and can trace users and service
means that it is not. providers. Each signer has a different but fixed identjtyhich
A ticket of typet,, for instance, does not restrict the services validated once the signer is registered in the TARC and does
for which it can be used, the service provider who can acceptt include any private message of the signer. Tiaketfor
or the user who can use it. This is very much like cash in reialstance, is bound to a user only. A user can follow this scheme
life. The other extreme is a ticket of typg, which can only be to sign a signature as a ticket, the service provider verifies it
used by a given user with a given service provider. An examped then sends some information to the credential _role and
of this type is a flight ticket. asks for payment. Ticket; is similar to tickett,, the signers
As shown in Table I, ticket$; andt, have only one entity are service providers but not users.
bounded and ticke} has two entities bounded. We will design  The outline of the scheme is shown in Fig. 3. In the system

different mechanisms related to each of the tickets. In some cagf$lization. with SOAP methods. the trusted role sends the
usersmaywishtoremainanonymousduring purchase and nOtBHi/ate messages,(S) to the signer when the sig_néis setup,

vate information of the user should be shown to service providefsherer S are computed by the trusted_rolewill be used in

Use of aticket-based system can avoid roaming multiple Servigg, first verification by the credential_role assdwill be used
domains. A single signature can be used in tickets with onlg 6 first signature key by the signer. In the second step, the
one bound entity (users or service providers). As a signer, @ dential_role verifies if the datd (, D) sent by the signer
bound entity uses a signature to authenticate a ticket. To CORR \4jig or not, wherd is used in the ticket verification. The
with the cases of two bound entities, it is extended(to = 2) 55 ¢, D) will be put on a public directory in the TCC if the

signers (multisignature). This means that a user can get aser\ﬂ'gga are valid. At this time, the signer can complete a message
ifall v entities agree. The signers case can also associate witly ning job

other services provided by many cooperative providers sinc hile the signer signs a messagethe signer will send the

the numbew is not limited to 2. A credential_role inthe TCC is igned message, (I', i) as a ticket to the verifier, and the latter
set up to issue tickets and control the user’s charging bill, an(i cks if it is true or not. whereandT are Com’puted by the
trusted_role in the TARC is also set up to judgg conflicts. Ea%ri]gner andn may include’some service information and condi-
user's statement of account can be seen clearly in the TCC. t%ons, etc. The verifier cannot verify the message when the data

; In t[\te rema:cr:.lns stectuzjnj., we W|Irllpretshen_trf:cggmes forthetq 1, D) inthe TCC are not correct. Then the credential_role can
erenttypes orttickets and discuss nowthe ISSU€s a CONtIE o the usage of the ticket, and even find who the signer is if

ously updated account statement for users. We will also consige ontacts the trusted_role. In the final step, the verifier sends a

Eg&gf‘;n?ﬁtﬁzg Qnuclgsi'tg;:;zrﬁ;ﬁi?i Vt\e/(re]timt/ilgsnm discusst eessage which includes the ticket to the TC_C while th.e ticket is
0 y ’ true. The latter will update the datg, (D) that is used to issue a
charging bill. The datal(, D) is changed while the ticket is used
and the ticket is invalid if the verifier cannot get the correct data
In this section, we consider a single signature scheme fdr, D). Thus, the ticket cannot be used twice and the user can
ticketst; andt,. There are four roles in the single signatureee a clear statement.

I1l. SINGLE SIGNATURE SCHEME FORTICKETS t1 AND t2
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A. System Initialization

There are two elements in a signature scheme: one is the
signer represented by consumers (users) or service providers;
the other is the verifier. As a ticket, a signature is valid only if
its verification is correct.

The trusted_role computes a public composite modulas
pq where factors are strong primes. The Trusted_role chooi
also prime exponentsandd such that:

exd=1 (mod ¢(n))

whereg(n) = (p—1)(¢—1). The pair @, €) is made public, and

d is kept secret by the TARC as the system key. The trusted_role

computes when the signer with identifysigns up:
r=£k°(modn), S==kxI(modn)

wherek €r Z, (o €r A means that the elemeatis selected

randomly from the setl with uniform distribution). Then

S¢ =rxI°(modn).

Let D = S°(mod n). The trusted_role secretly sends §) to
the signer whose public identity Is S will be used as the first
signature key to issue a ticket. Obviously, it is hard to compute
S from D without system keyl under the RSA assumption.

The signer with the public key sends (, », D) to the cre-
dential_role, and the latter verifies the following equation:

D =17 1I° (modn).

The data [, r, D) are valid when the equation is successful, in
whichr and D are computed by the trusted_role; otherwise the
(I, r, D) are invalid. The credential_role publishes in a public
directory the pair {, D) for the signer with the public key.

The initialization processes of the system are shown in Fig. 4.

B. Single Signature Scheme

The verifier can access the public values: and the public
pair (I, D) registered in the TCC. The datain the TCC must
be correct; otherwise the signed message (the ticket) cannot be
verified by the verifier.

To express the general process of the single signature scheme,

it is assumed that the messages, ms,...,m;_1(I > 1)
have already been signed by the S|grferThe messages
mi,ma,...,m—_1(l > 1) can indicate different service
requirements that are included in tickets. A user can get a valid
ticket if the signature is correct. The corresponding public key
(I,D;_1)(Dy = D) of the signer is now registered in the public
directory of the TCC. The messageg for the next service will
be signed by the signer using the secretKeyi (So = S). The
signer and the verifier perform the following steps.

dioy = b (i + DI o,

701

Trusted_role

WSDL Credential_role
(I, D)
Public data

Initialization for group_1.

3) Computes the value
di—1 = h(Ty—1,m;)(mod n).
4) Computes the final witnegs_; = -1 * (Si—1 *
my)~ 41 (mod n).

Note: A ticket is the signaturet( 1, T;_ 1, m;). The
ticket will be recorded at the TCC; the user will send the
ticket to a service provider when s/he needs the service.
Credential role:

The credential_role computds for the ticket, where

Hashing

Dy = D;_1 *mj (modn) = S (modn).
D, is published in the TCC. It will be used to verify the
ticket by the verifier and used to issue another ticket.
Verifier :

5) The verifier gets #_1, T;_1, m;) and knows [,
D;_1), then checks that:

Nt (mod n), ml) (mod n).

It is easy to see that if the signer follows the protocol, the
equation will be valid.

di—1 =h(T;—1,m;) (mod n).
Ti—1 =r]_1 (modn)

= (t1—1 * (Sj_q * ml)d’*l) 4 (mod n)
(tl 1% Dd’ ! mfd’_l) (mod n).

Using this protocol the verifier is convinced with over-
whelming probability that the signer knows the secret key
Si—1. This S;_; is used but not revealed at the end of the
protocol.

6) The verifier sends the ticket to the Credential_role.
The latter updated ( D; 1) in the public director and takes
arecord. The tickett(_1, 7;_1, m;) cannot be used twice
since it has been marked by the credential_role. ¢

Remark: The verifier must use the public daf_, in the

TCC when it checks whether the signed message is true or not.
The signed message will be unavailable if the d&ta; are
changed, then the credential_role can revoke the anonymity of
the signer.
ri_y(mod n). However, this scheme only suits the ticketsandt,. The
2) ComputessS; = S;—1 * my(mod n), S; will be used problem of ticket:3 cannot be solved with this scheme. A mul-
as the secret key by the signem the next signing tisignature scheme to solve the problem is explained in the next
operation. section.

Input: (I, Di_1, e, n),
Signer.

1) Picks r;—y €r Z, and computes:T;_;
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o .
(t, T, m

(ID 212, D)
Trusted (rz,8:) : Credential
Centre ; : Centre
S ) — ' WSDL
Signer ID v D.rv, DV
(D»,...IDv,g )
Public data
Verifi Fig. 6. Initialization of Multisignature scheme, SOAP technologies can be
used in data transmission.

Fig. 5. Multisignature scheme for ticket, using SOAP to transfer data.

4
# step

U, of the system has a public kéy); which is produced by the
TCC when the signer joins the system. The trusted_role com-
IV. M ULTISIGNATURE SCHEME FORTICKET t3 putes:

We will extend the scheme to a multisignature scheme for ri = k¢ (mod n)
tickets of typets. Now the number of signers is not limited to ‘
two, instead we have signers. This means that the scheme cdn e Z,,, thenS¢ = r;xI1D¢ (modn). LetD; = S¢ (mod n),
also be used when services are provided by many cooperative trusted_role secretly sends,(S;) to the signer with the
providers. public keyI D;. S; will be used byU; as the first signature key. It
Now, instead of the public key of a signer (in the last sec- is hard to computé; from I.D; without the system key under
tion), we usel D;(i = 1,2,...v) as a public keys for signersthe RSA assumption.
U; since there are more than one signers in a multisignatureThe signeiJ; sends [ D;, r;, D;) to the credential_role, and
At the beginning of the multisignature scheme, the trusted_ratee latter verifies the following:
computes and secretly sends the messageS;(| to signerdJ;
in the group when the signers are set up. This step is same as D; = ri x ID; (mod n). 1)
t_he first step _in the last section. In the second step, the cred?ﬂ-e data (D
tial_role verifies if the datal(D,, r;, D;) sent by the signers are

S; = k; x ID; (mod n)

i, i, D;) are valid if the (1) is successful, which
means allv signers agree to issue a ticket. Otherwise the data

valid or not. A vector(IDy, ID, ..., IDy, 1), as the group (ID;, r;, D;) are invalid. While the equation is successful for
public key, will be putin the TCC, wherg is computed by the i =1,2,..., v, the credential_role computes a system public
credential_role and will be used in the first ticket verificationkey: e -
then the group can sign.

In the signature process, the credential_role gepairs of v S
data ¢;;, T;;) from the signers with identity D; (1 <= i <= v) 9= H D; (mod n) = H Si (mod n).
when a message is signed, wheret{;, T;;) are computed by =1 =1
the signerl D;. In the next step, the credential_role sends the The credential_role registers in a public directory a vector
signed message (IDy,1IDs,...,ID,,g) for signersU;, Us, ..., U,. The data

g1 Will be used and changed when a valid signature is made. The
) processes are shown in Fig. 6.

<tl = H ta (modn), T, = H T (mod n),m

il=1 il=1 B. Multisignature Scheme

to the signer as aticket, whetas a public integer definedinthe  When the verifier accesses the system publicikayand the
system initialization. The ticket will be sent to the verifier angublic vector(I Dy, IDs, ..., 1D, g) in the TCC, the datg,
the verifier checks if itis true or not. The verifier may not verifymust be correct, otherwise the signature is unavailable since the
if the datag, in the TCC is not correct, and the signed messagerifier cannot verify the signed message.
is invalid. Therefore the TCC can revoke the anonymity of the Assuming that a message;(I = 1,2,3,...) including
signers. In the final step, the verifier sends the ticket to the TGfervice information and users requirements will be signed
and then the credential_role can make a record for the tickey. the signersU;,Us,...,U,. S;_1, the secret key of
This process is shown in Fig. 5. signerU; is changed when the message has been signed
Suppose there aresignerslU;, Us, ..., U, in the signature ((; = 1,2,...,v) andS;y = ;). This meansS;_; is a
system to sign a message simultaneously, for tigkettwo once-a-time secret key and it will improve the security of the
signers are enough. Therefore the scheme can also cope itstem - is a public prime number which is known tcsigners
some other cases for example some services provided by mang it will be used in the new multi-signature scheme. The

providers. processes of the multi-signature scheme are below.
Input: (ID;, D;, e, n),
A. Scheme Initialization Signer U;:

Similar to the previous section, the pair, ¢) is made public,  Step 1
andd is kept secret by the TARC as the system key. The signer 1.1 Picksr;; €r Z,, and computesl;; = r§;,(mod n).
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1.2 ComputesS;; = Sii—1 * my (mod n). the second subscheme. But no useful message can be obtained
S;; will be used as the secret key byin the next signing from these public data. The verifier knows no more information
operation. about the key than the outsider.
1.3 Computest;; = 7 * (Si—1 * my)* (mod n). Credential_role can revoke the anonymity of the users since
1.4 Sends the pait.{, T;;) to the credential_role. it can control the ability to sign messages by the signers. It
The credential_role can now produce aticket but it is not abk@ows only as much as the outsider does and hence it cannot
to get the secret ke§;;_, from the dataf;,, 1;;). get the secret key either.
Credential_role: Signer knows the secret key, of ticketsty, to, but cannot
Step 2 The credential_role computes use the secret ke§; and the ticket twice. Using the secret key

S; a second time, to produce another ticket, requires a second

_ ve
i1 = gk my© (mod n). verification. If the previous verifier was honest, the public data

and in the TCC would be updated and the second ticket would be
v v rejected. There are similar cases for the signers in the second
t = H til (mod n)7 T = H T (TTLOd TL) subscheme.
il=1 il=1 Trusted_role knows the system keyl, and can get the

gi+1 is published in the public directory, it will be required tosigner's key S;. So the TARC must be trusted. Here the
issue another tickett;( T;, m;) is a ticket which will be used trusted_role can be a judge.
for requesting services. The secret keys; and.S;; are not revealed at the end of the

It should be noted when using tickgt both the user and the process and no secret information is revealed during the run-
service provider are signers, however, the tickgt®}, m;) is ning of the system. They are only dependent on the trusted_role,
only sent by the credential_role to the user. The user will seafd does not depend on the credential_role. The security is also
the ticket to a service provider to ask for a purchase. The serviggroved since the secret keys are changed once a message is
provider, as a verifier, will verify the ticket. The verifier will signed.

follow the next steps when the ticket is received. Duplication is prevented since using a ticket twice requires
Verifier : that the ticket be verified twice, and the second verification
Step 3 The verifier knows the public data/D;,ID,, cannotsucceed asthe datain TCC are changed after the first ver-

...,ID,, g) inthe TCC and data{, T;, m;), checks that: ification. In the multi-signature scheme, for instance, the TCC

e e we issues tickets and sends them to users. The other four, even the
Ty =ty * gy +mg =" (modn) @) trusted_role, cannot forge a ticket because the messages of (
Itis easy to see that if the signer and the credential_role folldlw) are only sent to the TCC which is not able to get the se-

the steps, the (2) will be valid: cret keyS;;_1 from the data. To protect from eavesdropping or
» sending the ticket to other users, SOAP technology can be used
T = H Ty (mod n) between users and the TCC. The user cannot modify the service
=1 information since it is needed in the ticket verification.
v There is no limitation on the service providers with our
= H t5 % (Si1—1 xmy) ™" (mod n) approach. Hence this scheme can be used by wireless service
il=1 providers. The PKI technologies [23] could be used in the
=17 *g; " *m; “'° (mod n). processing of the scheme. For example, in the initialization of

Step 4 The verifier sends the ticket to the TCC. The lattei® System for the tickets, £, the trusted_role may use PKI
will update the datg; and prepare a charging bill for the user,2PProach to secretly send, ) to a signer. _ _
The signed message in the multisignature scheme will be in.The data transferred in current wireless environments is

valid if the datag,; is changed. Then the credential_role can rrone to loss. The ticket scheme can preserve the integrity of
voke the ability. to sign messages of the signers - exchanged data in the lossy wireless environments. This means

either the system can find the lost data or users cannot obtain
services. For instance, tickats ¢, need to be sent to the TCC
and the verifier. Tickets are invalid if data is lost in these two
A. Threat Analysis processes. When this occurs, users have to send tickets again

First we ana|yze the threats to the system, inc|uding thre&[@t" they are received. The verifier will send tickets to the
from outsiders and consider how to address the security préfedential_role. The system can find the lost data when they are
lems of duplication, forgery and modification. Recall that ther@issing, and users can still get services since tickets are valid
are four roles in the scheme. They are the signer, the verifier, héough verifications. Users may use tickets twice since the
credential role and the trusted role. data (, D;_1) in the TCC are not updated in time. However,

Outsider ThreatAn outsider knows the public datd,(D,) the system will double charge the users if it receives the same
and(IDy, ..., ID,,g). Itis hard to compute the secret kéy ticket twice.

from D and.S;; from g; without system keyl under the RSA ) )
assumption. B. Logical Proof for Security

Verifier: knows (, D;) and ticket ¢;_1, 1;_1, m;) in the first We have demonstrated that the secret key of a ticket does
sub-scheme an@/ Dy, ...,ID,,g;) and ticket {;, 7;, m;) in not appear during a business process. This section examines

V. SYSTEM SECURITY
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the ticket issue and use stages using logical proof [24]. Log-R6: Service provider believes user believes (, T;_1, m;)
ical proof allows analysis of trust between principals involved in From M4;

authentication. The ticket approach is about access control and7: Service provider believes user contrals (, 7; 1, m;)
not about authentication, hence, the analysis is different fromFrom thejurisdiction rule[24], R6 andR~;

analysis of authentication protocols. The goal is not to prove anR8: Service provider believe$;( 1, T1—1, m;)

indentity of principals but to prove that a user has been grantedP3) has been proved.

privilege to access a service. The use of logical proof requiresAfter M6

the transformation of the ticket approach into an idealised pro-TCC sees{, D,),

tocol and then refinement until the required trust is obtained. WeFrom A2 and themessage meaning ryle

do not repeat the ticket approach and do not show the logicaR9: TCC believes service provider saifl, (D;)

proof for ticketst, andts but for tickett;, because the logical Using thenonce verification ruleA3 andA7;

proofs are similar. The idealized protocol associated to ticket R10: TCC believes service provider believds ;)

for logical proof is as follows: P4 has been proved. u.
M1: TARC — User : (r,s);
M2: User — TCC : (I,r, D); C. RBAC Management
M3: User — TCC : (t;-1,T1—1,my); In this subsection, we analyze the security of the system from
M4: User — service provider : (t;—1, Tj—1, my); the management viewpoint, and then we discuss how to use
M5: TCC — service provider : (I, D;_1); RBAC for the management of the M-service system.
M6: service Pprovider — TCC : (I, Dy). With RBAC, users cannot associate with permissions di-

We have the following assumptions with PKI technlogyectly. Permissions must be authorized for roles, and roles must
whereKyr, Krs and Kiys means shared keys between Usdre authorized for users. In RBAC administration, two different
and TCC, TCC and service provider, User and service providgpes of associations must be managed, i.e. associations

respectively. between users and roles, and associations between roles and
Al: User— TCC: User®vzs TCC; permissions. When a user’s job changes, only the user/role
A2: TCC believes associations change. If the job is represented by a single role,
Krs . . then when a user’s job changes, only two user/role associations
Tco Service Provider; need to be changed: remove the association between the user
A3: D; = Di_1 *m§ (mod n); and the user’s current role, and add an association between the
A4: User believes; user and the user’s new role.

As we mentioned before, relationships of roles such as Role
hierarchies, SSD, and DSD have to be decided when a system

Kys

User +«—= Service Provider;

AS: TCC believesD, is fresh wheré = 0,1, ; is designed. Some relationships like cardinality, the maximum
A6: TCC believesn, is fresh; number of users etc, can be decided when the system is in op-
A7:Service provider believes, is fresh. eration.

To verify the approach we need to reach the following states:now we consider the RBAC management of the new payment
P1 TCC believes User believes,(r, D); scheme. There are four major roles in the system, the TARC,
P2: TCC believes User believeg (1, T;—1, mi); the user, the TCC and the service provider. The TARC, the TCC
P3: Service provider believes;( 1, Ti—1, my); and the service provider, should be companies comprising many
P4: TCC believes service provider believds D), participants. We will not discuss the relationships of all the par-

P1 relates to the end of the system initialization phase and ttigipants in these companies since they are beyond this paper.
other three relate to the ticket use process. We prove these stéfeswill only consider a manager role in the TCC and the ser-

as follows: vice provider separately. In Fig. 7, there are some dotted lines
Proof: After M2 andM3: from the TARC, TCC, and service provider to the staff since
R1: TCC sees{, r, D) and ¢;—1, Ti—1, mi) these components are staff members. Therefore they are senior
FromR1, Al, and themessage meaning ru[24]; to the role of staff. In TCC, the work of an operator can be de-
R2: TCC believes the User once saifi ¢, D) and ¢;—1, cided by the manager, so the manager inherits the operator, e.g.
Ti_1, my); operator < manager. The relationship of the operator and the
Since TCC believe®, m,; are fresh A5, A6) and using the manager in the service provider is similar to that in the TCC.
nonce verification rulg24]; The TARC, TCC, and service provider have DSD rela-
R3: TCC believes user believes,(r, D) and ¢;_1, T;—1, tionships with the user. This is because everyone in these
my); three companies can be a user, but cannot act at the same
(P1) ans P2) have been proved. time. The staff in these three companies must first log out
After M4; if they want to register as users. For example, a person,
R4: Service provider see$; (1, T;_1, m;) who is a staff member of the TARC, can not work as a staff
FromR4 andA4 and themessage meaning ryle member and be a user in the same time. This is because a

R5: Service provider believes User once sajd{, 7;_1,m;) staff member in the TARC knows the private information
Since User believesy,; is fresh and thewonce verification of service providers. The people in the TCC and the service
rule; provider need to verify tickets, for instance, ticket the TCC
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Service anager

anager TCC '
< Provider

Operator)

- === :Inheritance
—<—> : Ralationship

Fig. 7. Relationships of the roles in the M-service system.

computesD; and the service provider has to check whethar not, using the datd ( D;_) in the TCC. Neither the service
di—y = h(tS_, % D5 % m$™="(mod n),m;)(mod n) or not. provider nor the credential_role knows who the user is. Only the
These tasks cannot be done by one person. trusted_role can trace the user from the public kewhen the

The TARC has an SSD relationship with the TCC. This iscket (t;—1, 73—1, ;) is used the credential_role will make a
because the TARC knows the system Kethat can be used to record for the dat#;_. The record will be used to prevent the
trace the personal message of users and the duties of the Ti€ket from being duplicated and to issue a charging bill. Then
are to issue tickets for users, to verify tickets and to prepare billssers can see the bill at any time. Finally, the credential_role can
The latter never needs to know any private information of usesend a bill to the user.

The TARC haS an DSD relationship W|th the SerVice pI’OVidel’ In the mechanism presented here’ a user can issue many

for a similar reason to the relationship between the TARC afgdkets which can be used at any time, because a ticket's
the users. validity depends only on the data in the TCC. The data

The TCC has DSD relationship with the service provider. Thp ,Dy,....,D;_1,Dy,... are published in the public direc-
service provider knows a ticketi (.1, 7;—1, m;) that willbe sent tory. Thus there is no order of tickets. The user can also lend
to the TCC. The latter will verify the ticket and update data ( the ticket t,—1, Ti_1, m;) to others. This is very convenient for
D;—1). Based on the verification, the TCC will send a bill tq;sers. Furthermore, most computing in this scheme is done on
users. Users may receive a wrong bill |f_a person is aUth(?“Zﬁ‘ﬂa terminal side (the user or the service provider) which can
by both of the TCC and the service provider at the same timgeduce the resources needed for the M-service system.

Let us now considets. Ticket t3 binds a user and service

VI. ANALYSIS OF TICKET USAGE AND RELATED WORKS . .
providers and it should be an agreement between the user and

A. Ticket Usage and An Example the service providers.
First let us consider the tickets andt,. Since the signature  When a user requires a tickeé§ from the TCC, the cre-
of t; andt, are similar, we will only consider tickest. dential_role will send the user’'s requirement to the service

Let us suppose that users, service providers are registeregbyiders. The credential_role will issue a public key for the
UDDI in the TCC. A ticket will be obtained by a user who re-user and the service providers if the service providers agree
quests the service in the ticket. When requiring a service, ttte provide the service. The credential_role sends a message
user goes to the TCC for a ticket. The credential_role will usecluding the service information, current time, requirement
SOAP to send a message including the service information, and agreements of the service providers to the user and the
current time and user’s requirements to the user. As a sigregrvice providers. As signers, the user and the service providers
the user signs the message and makes a tiekat, (I;_1, m;). use their secret key to sign this message, and then return the
The ticket ¢;_1, 771, m;) is acceptable to the service providerdata ¢;;, 1;;) to the TCC. The credential_role makes a ticket
As a verifier, the service provider verifies if the ticket is valid¢;, T;, m;) and sends it to the user. The ticket, (73, m;)
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WSDL and then compute®; = Dy * m§ = 113(mod 253) if the
— (twTu) p— (D, ID2g g ) above equgltion is succeed. . .
Service | 3! poerig Public data The vgr|f|er_role must get the p_u_bllc paitl, Do) =
provider ta, Ta) (25,163) in the TCC when s/he verifies whether the ticket
Signer_roles is available or not. The ticket is unavailable if the public
Siep2, Step 4 pair (25, 163) is changed. After the verifier_role checked the
The user ©, T, m) (T, mi) availabiblity of the ticket, he/she sen@g D;) = (25,113) to

stp3 the TCC to update (25, 163).

provider B. Comparisons

Related work has been done on secure billing for E-services
[9], securing XML Web services [25] and accountable anony-
mous access to services [21].
can be used by the service provider. As a verifier, the serviceA secure billing scheme for M-service has been proposed
provider uses the public datédD,,...,ID,, ¢;) inthe TCCto in [9]. It demonstrates how a micro payment scheme can be
verify if the ticket is valid or not. Neither the service provideintegrated into a prepaid charging protocol and users obtain
nor the credential_role knows who the user is. Only the TCii€kets from the universal mobile telecommunication systems
can trace the user’s identity from the public kE,. After the (UMTS) service providers, who act as brokers. When requiring
datag,; is updated, the user can see a clear charging bill in thervices from service providers, the tickets are then sent by the
TCC. Finally, the credential_role can send a bill to the usersers to the service providers. The settlements between the ser-
This can be seen in Fig. 8. vice providers and the brokers are then accomplished offline.

As the ticketstq, t», andts have no fixed order, this meansThe UMTS service providers will collect the billing information
no ticket needs to be used earlier or later. This is because ftmm all the service providers accessed by given users and inte-
data for a ticket verification arey, ..., g;, gi+1 in the public grate them in a single bill addressed to the users. This proposal
directory. In addition, the datum is changed and marked whileis different from ours in two aspects. First, it focuses on authen-
the ticket {;, T;, m;) is used. Therefore, a ticket cannot be usetication between users and service providers to billing by using

Fig. 8. Usage of ticket;, SOAP is used in data transmission.

twice. smart card technology and elliptic curve cryptography. There-
Based on the two sub-schemes, the overall solution has fhee, there is no facility for various services and no protocols for
following features: different kinds of tickets. By contrast, our work provides a rich
1) Itis anonymous for the user. variety of options that can deal with all documents of services.
2) The ticket can be transferred to others. Second, users in the secure billing scheme have to send their
3) The security of the system is improved since the seciggntities to servicg providgrs. The identities are encrypted on
keysS; andsS;, are used only once. the way to the service providers and are protected from eaves-

We give one example to explain how the schemes work. TﬂHéopperg.hHOV\(ljever, the seryclige providers kr;ow :\he |dent|t|§i.
example related to the single signature scheme is for tigket ence,t|: as does not _r(erow Ilng anon;;mlty or the users wit

Suppose the system initialization ig:= 11, ¢ = 23 and respeci 0 service pr%w ers. in ?uli stc emtel,) u;:ars are atnotr;]y-
n = 253, e = 7,d = 63 such that x d = 1(mod 220). Here sr,nec;\ljisc:eopsr’g\r/\i/(;?rspir:c\:llludegsaﬁl?tacc?uilr(:ecje izfztrarrr]\ati)(;n f?)rusS(Srr\/s}cce)s )
220 = — 1)(¢ — 1). For simplicity, we suppose the hash X . ) . L '
function({)sH(g? (g) _ :)59: 5 plicity PP Securing XML Web services is described by Damiani, Vimer-

! . . . cati, and Samarati in 2002 [25]. Two experiments are discussed.

Let us assume that a uskiis I = 25. Randomly selecting . s :

_ - . _ 7 One is that restricting access to an XML Web service to autho-
k = 4 then(r,S) = (192100)(mod 253), computesD = . . ; .

. o rized users. Another one is that protecting the integrity and con-
163(mod 253). The trusted_role sends, S) = (192100) to . . : :
T o fidentiality of XML messages exchanged in a Web service en-
the user withl = 25. ) : e
Suppose the first time the user needs to sign the messwronment. The authors introduce SOAP highlights, how to use
— 9 which includes the service information. etc. The use AP headers for credential transfer and access control. The
Zélnd_s(l D) = (25192 163) to the credential 'role.the Cre_main difference between our scheme and the work in [25] is that
AL Ty ) = A2 . -7 we focus on a trusted model for users and service providers in a
dential_role verifies whetheD = r x I° or not. (I,D) = irel . d id lution for diff kind
(25.163) is published by TCC wireless environment and consider a solution for different kinds

|7 (D _ (55 163.7 953 of M-services, whereas the latter is a discussion of providing a

nput (1, ;je’nl) - (h‘)’ ,7,253). - and secure infrastructure to XML Web services.

User Ran omry choosesrp = o an compr)utes Finally, anonymous access to services in mobile envi-
T, _: 201(mo(i 2ro3), S1 r: SO; m_1 = 141(m0d_2d‘;3)_' ronments is presented in [21]. It illustrates a ticket based
d? = h(20r179) = 50(mod 253) andty = 1o * (S m1)™™ = achanism for service access and proposed how agencies
15(mod 253). The user sends to the verifier_role the signatute. 4 tickets work together through a ticket based protocol
(15, 2_0_1' 9asa t|_cket. » between users, customer care agencies and service providers.

Verifier_role: At first the verifier_role checks The protocol accomplishes authentication of service providers

4 o to mobile users, establishment of a shared session key be-
do="h (to' * D xmi® (mod ”)»ml) (mod 253), tween users and service providers, and correct and undeniable
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charging. However, our work substantially differs from that [9]
proposal. Differences arise in the following three aspects.
First, their protocol does not provide an overall solution for
various services but only a special mobile service of typgi10]
t2. By comparison, we have analyzed the characteristics of
various services and presented a detailed scheme for differe b
kinds of services. Second, the protocol addresses the problems
of lack of trust and scalability in mobile systems. We have
also discussed in addition a possible charging scheme f?fz]
M-services. Finally, the tickets in their work have to follow
some specific models such as the Outlet model, the Kiosk
model or the Agency model. Therefore, the main processing i
the protocol is authentication between users, service providers
and customer care agencies. By contrast, users in our scheiél
obtain the required tickets and use them when a service | 5
required; we have also provided authentication between users,
trusted authorities and the service providers.
(16]
VIl. CONCLUDING REMARKS

M-service systems are becoming increasingly popular ini7
business. They can be regarded as a special form of electronic
commerce, where users buy services instead of products fro
service providers over the network. In this paper, a secure and
flexible scheme for accessing M-services is proposed. In our
secure M-service system, the TCC issues tickets for the userd?]
The ticket can specify a range of access control policies for
different types of services. The user presents the ticket to thio]
service provider who can then verify its validity. Based on the
privileges in the ticket the access to the service is provided to
the user. The scheme is scalable to large systems involving
multiple domains. It is also able to support anonymity and?%]
user privacy if required. New users and service providers
can trust each other and join the system at anytime. We haye2]
considered a possible approach to charging the users for the
service provided. 23]
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