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Abstract

This paper presents an anonymous access scheme for
electronic-services. The scheme based on tickets sup-
ports efficient authentications of users, services and
service providers over different domains. Tickets are
issued by a Credential Centre through a signature
protocol and are used to verify correctness of the re-
quested service as well as to direct billing informa-
tion to the appropriate user. The service providers
can avoid roaming to multiple service domains, only
contacting the Credential Centre to certify the user’s
ticket since tickets carry all authorization information
needed for the requested services. The user can pre-
serve anonymity and read a clear record of charges
in the Credential Centre at anytime. Furthermore,
the identity of misbehaving users can be revealed by
a Trusted Centre.
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1 Introduction

With recent advances in the Internet and mobile tech-
nology, electronic-service (E-service) is becoming an
important factor in business. Vendors and customers
can provide and obtain services without the limitation
of locations. At the same time, the security and pri-
vacy issues in E-service systems are more critical, es-
pecially for mobile consumers (e.g. moving from one
place to another or using wireless mobile systems).
The static security access control is incompatible with
dynamic mobile environments. Consumers may ac-
cess service across multiple service domains, and the
traditional access mechanisms rely on cross-domain
authentications using roaming agreements starting at
the home location. The cross-domain authentications
will involve many complicated authentication activi-
ties when the roam path is long. This limits future
E-service applications.

Furthermore, there can be different types of E-
services. Some services such as flight services bind
users and service providers as well as services , and
some services do not bind any participants, for in-
stance shopping services by using cash, that means
that everyone can use cash to buy anything in shops.
Hence, depending on which parts are bound, there
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are different kinds of E-services. However, there is
no scheme to provide a solution for all kinds of E-
services. Users have to change E-service systems
if they want to do different kinds of E-services on
the Internet. There are several proposals related
to E-service systems (Excellent E-service 2002, Paul
C. 2002, Mehrotra A. 1997, Mehrotra A. and Gold-
ing L. 1998). Probably it is accurate to say that
most of them lack the required flexibility in security
management. The Excellent E-service (Excellent E-
service 2002), for example, provides service via differ-
ent channels and uses Internet technology to provide
their customers with service in a cost-effective and
professional manner. It manages customer communi-
cations via e-mail, text chat, fax in the same system
and can develop their customer service so that the
E-service system is perceived as being efficient. How-
ever, customers have to trust the system since credit
card numbers are needed when they join in. An-
other E-service system Red Hat is designed to provide
enterprise-class Linux for enterprise-class servers and
applications (Paul C. 2002). It supplies source codes
of some productions and requires similar private infor-
mation of customers for payment. The Global system
for mobile communications (Mehrotra A. 1997) pro-
vides mechanisms for user authentication as well as
integrity and confidentiality, including protection of
information exchanged between mobile terminals and
fixed networks. It provides only limited privacy pro-
tection for users by hiding their real identities from
eavesdroppers on the radio interface (Mehrotra A.
and Golding L. 1998). These works are very useful
for customers to access E-services, but there are some
other important issues in E-service systems:

Global solution. A global solution can be used for
all kinds of E-services. Users can access different
services through this global solution. Current solu-
tions can only solve particular service problems for
E-services. Users have to change E-service systems
if they want to do different kind of services on the
Internet. This is not convenient for users.

Trust. Users in current E-service systems have to
trust service providers to bill their service usage cor-
rectly and not to mishandle the related information
of users and services. This kind of trusted model is
not reasonable for future E-service systems. With the
fast growing number of service providers and services,
most of which are new on the market, and unknown to
the users, such a trusted model is no longer justified.
New mechanisms are needed to guarantee correct and
indisputable billing and to ensure anonymous service
usage.

Scalability. The basic requirements of E-service sys-
tems are to offer access to any service, anywhere, at



any time. The mechanisms of present E-service sys-
tems are not adequate to fulfill these requirements.
Current solutions for users rely on cross-domain au-
thentication and roaming agreements. A user, when
applying services in a foreign domain, has to authen-
ticate himself to the foreign service provider. This
may increase a potentially time wasting authentica-
tion protocol over long distances. In addition, the
foreign service provider has to trust the home do-
main agent of the user when cross-domain authen-
tications between the service provider and the user.
The trust is based on roaming agreements between
various service providers. With the rapidly growing
number of service providers, roaming agreements are
becoming inadequate and no longer practical. This
requires mechanisms that do not have to contact with
the home domain of the user when applying a service
in foreign domains, nor accessing agreements between
domains.

Clear charging. In most cases, users in current E-
service systems receive a charging bill monthly or bi-
monthly. Users do not know how much they have to
pay and how many services they can access before
getting the next bill. Users prefer a clear and con-
tinuously updated account statement which can be
checked at anytime.

In the future, E-service systems should provide a
global solution for all kinds of services and guaran-
tee higher levels of security than current systems. It
means that as well as being a global solution, the
protection of the integrity of the message exchanged
between the user and the service provider, and au-
thentication of the user to the service provider, future
systems should also require authentication of the ser-
vice provider to the user. Furthermore, clear billing
has to be ensured.

In this paper, a new approach to address the
above-mentioned issues is proposed. This approach
is based on a Trusted Centre, a Credential Centre
and a ticket-based mechanism for service access. The
main idea is illustrated in Figure 1.

Trusted Credential
Centre enter

learance

Service
Provider

Ticket usage

Figure 1: E-service Model

In this model, users, service providers and services
are registered with the Trusted Centre. The Creden-
tial Centre issues tickets to its users. A ticket is a
piece of information that represents the rights of a
user to access a service provided a service provider.
The users can use the tickets to access services anony-
mously. When requesting a service, the user is re-
quired to hand over an appropriate ticket. After
checking the ticket, the service provider provides the
requested service to the user and reports to the Cre-
dential Centre. Later, the user can see a clear charg-
ing bill in the Credential Centre.

In summary, the model has the following features:

1. It is a anonymous and trusted model. Users and
service providers can trust each other. Users do
not need to provide private information to service
providers when they request E- services.
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2. It provides a global scheme for all types of ser-
vice. Users do not have to change E-service sys-
tems when they do different kinds of business on
the Internet.

3. It is scalable and there is a clear charging bill in
the Credential Centre.

This paper is organized as follows: in section 2,
the basic ticket model and ticket types are intro-
duced. There are eight different kinds of tickets that
are divided into two groups, group-1 and group-2.
According to these two ticket groups, a global ac-
cess solution has two sub-schemes. A single signature
scheme for ticket group_1 is presented in section 3
while how to extend the single signature scheme to a
multi-signature scheme for ticket group_2 is discussed
in section 4. The security of the global solution and
its usages for different tickets are analyzed in section
5. Related works are compared in section 6. Finally
the conclusions are presented in section 7.

2 Basic ticket model

There are four participants (the user, the service
provider, the Trusted Centre and the Credential Cen-
tre) and a protocol with several sub-protocols (ticket
acquisition, ticket usage, clearance, and billing) in the
E-service model. The user obtains tickets by running
the ticket acquisition protocol. These tickets can be
used to access services. The user presents an appro-
priate ticket to the service provider, which can verify
the validity of the ticket. If the verification of the
ticket is successful, then the service provider provides
the service to the user according to the conditions on
the ticket. Based on the received tickets, the Creden-
tial Centre prepares a charging bill for each user. The
exact forms of the clearance (payment to the service
provider) and billing (payment to the Credential Cen-
tre) protocols are not specified in our model. Readers
may refer to (Wang H., Zhang Y. 2001, Wang H., Cao
J., and Zhang Y. 2003) for details.

There are several advantages in using tickets for
accessing services (Buttyan L. and Hubaux J. 1999):

Flexibility. Tickets may include all required in-
formation about services and service providers etc.
Users can buy and use the tickets to obtain appro-
priate services provided by service providers. There
is no contractual relationships between users and ser-
vice providers.

Scalability. The information in tickets are used for a
service provider to decide whether the service should
be provided or not. Therefore, it is not necessary
to perform cross-domain authentications and roaming
agreements.

Anonymity. Users only have to show tickets, they
do not need to reveal their real identities. No private
information is available to service providers.

Transfer. In real life, not all tickets can be trans-
ferred. It is not convenient for users to limit the wide
use of tickets. In our ticket-based service access mech-
anism, a ticket can be lent to other users even though
it is bound with the user. This means the ticket buyer
and the ticket user do not have to be the same.

In addition to the advantageous issues, some secu-
rity problems such as duplication, forgery and modi-
fication must be solved in order to implement a ticket
system (Pratel B. and Crowcroft J. 1997).

Duplication. There are two kinds of duplications
needed to be considered. The first one is that users
either use or sell a ticket many times (similar to dou-
ble spending in electronic cash systems). The second



one is an eavesdropper who listens to someone else
acquiring a ticket and makes a copy for itself.

Forgery. Forgery refers to the illegal construct of a
valid ticket, which can be used for accessing to re-
sources.

Modification. Users must not modify tickets. This
is to prevent users from accessing resources for which
they have not been permitted in tickets, e.g. a ticket
allows travelling by a bus, should not be modifiable
to allow travelling by a flight.

A ticket may bind a given user, a given service,
and a given service provider together. For exam-
ple, a movie ticket, which usually does not specify
who can use it (i.e., the user) or a travel card, which
may not restrict the means of transport (i.e., the ser-
vice). Based on this observation, there are eight types
of tickets. These are illustrated in Table 1, where
'®' means that the corresponding entity, user, service
provider or service is bound by the ticket, while '—'
means that it is not.

A ticket of type tg, for instance, does not restrict
the service for which it can be used, the service
provider which accepts it, and the user who can use
it. This is much like cash in real life. The other
extreme is a ticket of type t7, which can only be used
by a given user, for a given service, provided by a
given service provider. An example of this type is a
flight ticket.

Types [to | t1 [ ta | t3 | ta [ts | te | tr
user - - - - |60 |6]|6
provider | - -|1eje| - - | |6
service -1 e | - O | - O -6

Table 1: Ticket types

As mentioned in Table 1, tickets ¢, t> and t4 have
only one entity bounded and tickets t3,ts5,ts and t7
have two or three entities bounded. The tickets can be
divided into two groups, one is ticket group_1 includ-
ing tickets t1, t2, t4, and another one is ticket group-2
including t3,t5, tg, t7. We will design different mecha-
nisms relating to each ticket group. Users are anony-
mous in purchasing since no private message needs to
be shown to service providers. Use of a ticket-based
system can avoid roaming multiple service domains.
A simple case is a single signature. This case can be
used in tickets with only one bound entity (users, ser-
vice providers or services). As a signer, the bound
entity uses a signature to authenticate a ticket. To
cope with the cases of two or more bound entities, it
is extended to v(v = 2,3) Signers (multi-signature).
This means that a user can get a service if all v en-
tities agree. The v Signers case can also associate
with the other services provided by many coopera-
tive providers since the number v is not limited to 2
or 3. A Credential_role in the Credential Centre is
set up to issue tickets and control the user’s charging
bill, and a Trusted_role in the Trusted Centre is also
set up to judge conflicts. Each user’s statement of
account can be seen clearly in the Credential Centre.

Through the usage of tickets, the problems of lack
of Trust and Scalability are also addressed as follows:

Trust. Users can anonymously access services by us-
ing tickets. They neither need to reveal their identi-
ties nor need to fully trust service providers to handle
user and service usage related information. On the
other hand, the information of service providers are
bound in tickets, thus, the user can assure that the
service is provided by the selected service provider.
Therefore, users and service providers can trust each
other. Service providers can verify the validity of
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the tickets and check if their legitimate users used
them. If necessary, anonymity can be revoked and
the Trusted Centre can trace users who behave in a
malicious way.

Scalability. The service providers only need to verify
the ticket. Users do not require long distance proto-
cols but connect to the Credential Centre. They will
acquire the ticket from the Credential Centre before
roaming into the foreign domain.

In the remaining sections, we will present a global
solution for various kinds of tickets and discuss how
the Credential Centre issues a continuously updated
account statement for users. The global solution in-
cludes two sub-schemes for two different ticket groups.
One is single signature scheme and its extension;
multi-signature scheme is the other one. We are not
interested in ticket ¢y since it does not bind any enti-
ties and electronic cash can be used instead of it.

3 Single signature scheme for ticket group_1

To facilitate discussions, some well-known primitive
cryptographic terminologies, which will be used in the
remaining of the paper, are reviewed.

Hash function, h(z) is a hash function. For a
given Y it is computationally hard to find a x such
that h(z) =Y, where x might be a vector.

Hash functions have been used in computer sci-
ence for a long time. They are major building
blocks for several cryptographic protocols, including
pseudo-random generators (Bellare M., Canetti R.,
and Krawczyk H. 1996), digital signatures, and mes-
sage authentication (Waleffe D. d. and Quisquater J.
J. October, 1990).

RSA, is a public key cryptosystem that offers both
encryptions and digital signatures (authentication)
(Rivest R. L., Shamir A., and Adleman L. M. 1978).
RSA works as follows: taking two large primes p and
¢, and computing their product n = pg; n is called the
modulus. Choosing a number e, less than n and rela-
tively prime to (p—1)(¢—1). Finding another number
d such that (ed — 1) is divisible by (p—1)(¢—1). The
public key is the pair (n,e), the private key is d. The
factors p and ¢ may be kept with the private key or
destroyed.

It is currently difficult to obtain the private key
d from the public key (n,e). RSA is often used in
modern environments (Chaum D. 1981), especially
on the Internet, since an individual need not send
any private secret key to others when they want to
contact him.

Multi-signatures, are multiple signatures signed
on the same document. There are two ways to imple-
ment multi-signature. One is that each person signs
separately, the other is that the message is signed si-
multaneously (Stinson D. R. 1995). A multi-signature
is the enhancement of a single signature.

Now we introduce a single signature scheme for
tickets t1, t2, t4. There are four particpants in the sin-
gle signature scheme, Signer, Verifier, Credential role
and Trusted_role. Depending on tickets, the Signer
can be a user, service or service provider that signs
a signature as a ticket. The Verifier might be a user
or service provider that verifies the signature of the
Signer. The Credential_role in the Credential Cen-
tre will issue tickets. It provides information for the
Verifier to check the signature. Whether the signa-
ture is valid or not depends on the information. The
Trusted_role is a judge to solve the conflict between
users, service providers and services. This is because
only the Trusted_role has the secret key of the sys-
tem and can trace users and service providers. Each
Signer has a different but fixed identity I, which is
validated once the Signer is registered in the Trusted
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Figure 2: Single signature scheme for ticket group-1

Centre and does not include any private message of
the Signer. Ticket t4, for instance, is bound to a user
only. A user can follow this scheme to sign a signa-
ture as a ticket, the service provider verifies it and
then sends some information to the Credential role
and asks for payment. Tickets ¢1,t; are similar to
ticket t4, the signers are service provider and service
separately but not users.

The outline of the process in the scheme is shown
in Figure 2. In system initialization, the Trusted_role
sends the private messages (r,S) to the Signer when
the Signer I is set up, where r, S are computed by the
Trusted_role, r will be used in the first verification by
the Credential role and S will be used as the first
signature key by the Signer. In the second step, the
Credential_role verifies if the data (I,r,D) sent by
the Signer are valid or not, where D is used in the
ticket verification. The data (I, D) will be put on a
public directory in the Credential Centre if the data
are valid. At this time, the Signer can do a signing
message job.

While the Signer signs a message m, the Signer
will send the signed message (t,T,m) as a ticket to
the Verifier, and the latter checks if it is true or not,
where ¢t and T are computed by the Signer and m
may include service information and conditions etc.
The data (I, D) in the Credential Centre are needed.
The Verifier cannot verify the message when the data
(I, D) in the Credential Centre are not correct. Then
the Credential role can control the usage of the ticket,
and even find who the Signer is if it contacts the
Trusted_role. In the final step the Verifier sends a
message which includes the ticket to the Credential
Centre when the ticket is true. The latter will update
the data (I, D) that is used to issue a charging bill.
The data (I, D) is changed while the ticket is used
and the ticket is invalid if the verifier cannot get the
correct data (I, D). Thus, the ticket cannot be used
twice and the user can see a clear statement.

3.1 System initialization

There are two components in a signature scheme, one
is the Signer played by consumers (users), service
providers, or services; the other is the Verifier played
by consumers or service providers. As a ticket, a sig-
nature is valid only if its verification is correct.

The Trusted_role computes a public composite
modulus n = pg where factors are strong primes. The
Trusted_role chooses also prime exponents e and d
such that:

exd =1 (mod¢p(n)).

Where ¢(n) = (p—1)(¢—1). The pair (n, e) are made
public, and d is kept secret by the Trusted Centre as
the system key. The Trusted_role computes when the
Signer with identity I signs up:

r=k° (modn), S=kxI (modn)
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(r, S)

Credential_role

(I, D)
Public data

Figure 3: Initialization for group-1

where k €r Z, (a €r A means that the element
a is selected randomly from the set A with uniform
distribution). Then

S =rx1I° (modn).

Let D = S° (modn). The Trusted_role secretly sends
(r,S) to the Signer whose public identity is I. S will
be used as the first signature key to issue a ticket.
Obviously, it is hard to compute S from D without
system key d under the RSA assumption.

The Signer with the public key I sends (I,r, D) to
the Credential role, and the latter verifies the follow-
ing equation:

D =r«I° (mod n).

The data (I,r,D) are valid when the equation is
successful, in which r and D are computed by the
Trusted_role; otherwise the (I,r, D) is invalid. The
Credential role publishes in a public directory the
pair (I, D) for the Signer with the public key I. The
initialization processes of the system are shown in Fig-
ure 3.

3.2 The single signature scheme

The Verifier can access the public values n, e and the
public pair (I, D) registered in the Credential Centre.
The data D in the Credential Centre must be right,
otherwise the signed message ( the ticket ) cannot be
verified by the Verifier.

To express the general process of the single
signature scheme, it is assumed that messages
my,ma,...,my—1 (I > 1) have already been signed by
the Signer I. The messages my, ms,...,mi_1 (I > 1)
can indicate different service requirements that are
included in tickets. A user can get a valid ticket if
the signature is right. The corresponding public key
(I,D;—1) (Do = D) of the Signer is now registered
in the public directory of the Credential Centre. The
message my for the next service will be signed by the
Signer using the secret key S;—1(Sp = S). The Signer
and the Verifier perform the following steps that are
shown in Figure 4..

Input: (I,D;_1,e,n),

Signer:

1. Picks rj_;
rf_,(modn).

2. Computes: S; = S;_1 *my (mod n), S; will be
used as the secret key by the Signer I in the next
signing operation.

. Computes the
h(Ti—1,m;) (mod n).
4. Computes the final
ri1 % (Si_1 *my) "4 (mod n).

€r Z, and computes: T; ;1 =

Hashing value d;—y =

witness ;1 =
Note: A ticket is the signature (¢;_1,7;—1,m;). The

ticket will be sent to the Credential Centre to make a
record, it also needs to be sent to a service provider



- Stepl (ti-i, T i, m1 ) —

Step 2
t, T, mi )
Credential
b, D Centre

Public data

Figure 4: Single signature scheme

when the user wants to go shopping.

Credential_role:
The Credential role computes D; for the ticket, where

D, =D;_1 *mj (mod n) =S; (mod n).

Dy is published in the Credential Centre. It will be
used to verify the ticket by the Verifier and used to
issue another ticket.

Verifier:
5. The Verifier gets (t;—1,T;—1,m;) and knows
(I,D;_1), then checks that:

di1 = h(ti_y * D7 xm; "™ (mod n),my) (mod n).

It is easy to see that if the Signer follows the protocol,
the equation will be valid. Indeed:

di—y
T

h(T;—1,m;) (mod n).

r{_; (mod n)

= (t_1 % (Si_1 *my)®-1)¢ (mod n)
= (tf_, * Dldi‘ll * m;dl_l) (mod n).

Using this protocol the Verifier is convinced with
overwhelming probability that the Signer knows the
secret key S;—1. This S;—; is used but not revealed
at the end of the protocol.

6. The Verifier sends the ticket to the Creden-
tial_role. The latter updates (I, D;—1) in the public
director and takes a record. The ticket (¢;_1,T7—1,my)
cannot be used twice since it has been marked by the
Credential_role. o
Remark: The Verifier must use the public data D;_
in the Credential Centre when it checks whether the
signed message is true or not. The signed message
will be unavailable if the data D;_; are changed, then
the Credential role can revoke the anonymity of the
Signer.

However, this scheme only suits the ticket in ticket
group_1. The problems of tickets ts,ts5, g, 17 cannot
be solved in the scheme of this section. A multi-
signature scheme to solve these problems is explained
in the next section.

4 Multi-signature scheme for ticket group_2

We will extend the single signature scheme to a multi-
signature scheme for tickets t3, t5, tg, t7. The number
of signers is not limited to two or three, but v sign-
ers. This means that the scheme can also be used
when some services are provided by many coopera-
tive providers.

This is, in brief, the process of the multi-signature
scheme. Instead of the public key I of a signer in
the last section, we use ID; (i =1,2,...v) as a public
keys for signers U; since there are more than one sign-
ers in a multi-signature. In system initialization, the
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Trusted_role

step2  (t, T, m)
1 (4, Ti
Signer IDi /ﬁep/(N Credential_role

step 3
t, X m)

Verifier

Figure 5: Multi-signature scheme for ticket group-2

Trusted_role computes and secretly sends the mes-
sages (r;,S;) to signers U; in the group when the
Signers are set up. This step is the same as the
first step in the last section. In the second step,
the Credential _role verifies if the data (ID;,r;, D;)
sent by the Signers are valid or not. A vector
(IDy,1Ds,...,ID,,g1), as the group public key, will
be put in the Credential Centre, where g; is com-
puted by the Credential role and will be used in the
first ticket verification, then the group can sign.

In the signature process, the Credential_role gets
v pairs of data (¢;,Ty) from the Signers with identity
ID;(1 <=1 <=w) when a message m is signed, where
(tir, Ty) are computed by the Signer ID;. In the next
step, the Credential_role sends the signed message

(t; = thl mod n),T; = HTll mod n),m)
il=1 il=1

to the Signer as a ticket, where n is a public integer
defined in the system initialization. The ticket will be
sent to the Verifier and the Verifier checks if it is true
or not. The Verifier cannot verify if the data g; in the
Credential Centre is not correct, and the signed mes-
sage is invalid. Therefore the Credential Centre can
revoke the anonymity of the Signers. In the final step,
the Verifier sends the ticket to the Credential Centre
and then the Credential_role can make a record for
the ticket. This process is shown in Figure 5.

Suppose there are v Signers Uy, Us,...,U, in the
signature system to sign a message simultaneously,
for tickets t3, t5, tg, t7, two or three signers are enough.
The scheme can also cope with some other cases for
example some services provided by many providers.
Ticket tg, for instance, is bound to the user and the
service provider. Then the ticket will include the
agreement between these two components. Signers
need to change in order to suit different kinds of tick-
ets.

4.1 System initialization

Similar to the previous section, the pair (n,e) are
made public, and d is kept secret by the Trusted
Centre as the system key. The Signer U; of the sys-
tem has a public key ID; which is produced by the
Trusted Centre when the signer joins the system. The
Trusted_role computes:
ri = ki (modn), S;=k;*ID; (modn)
k; €Er Z,, then Sf = r; x ID¢ (modn). Let D; =
S¢ (modn), the Trusted_role secretly sends (r;,.5;) to
the Signer with the public key ID;. S; will be used



by U; as the first signature key. It is hard to compute
S; from ID; without the system key d under the RSA
assumption.

The Signer U; sends (ID;,r;,D;) to the Creden-
tial_role, and the latter verifies the following equation:

D; =r;xID{ (mod n) (1)

The data (ID;,r;, D;) are valid when the equation (1)
is successful, which means all v Signers agree to issue
a ticket. Otherwise the data (ID;,r;, D;) are invalid.
While the equation is successful for i = 1,2,...,v, the
Credential role computes a system public key:

g1 = HDi (mod n) = HSf (mod n).

i=1 i=1

The Credential role registers in a public direc-
tory a vector (IDy,ID,,...,ID,,g1) for Signers
Uy,Us,...,U,. The data g; is used and changed when
a valid signature has been signed. The processes are
shown in Figure 6.

4.2 The multi-signature scheme

When the Verifier accesses the system public key n, e
and the public vector (IDy,IDs,...,I1D,,g1) in the
Credential Centre, the data g; must be correct, oth-
erwise the signature is unavailable since the Verifier
cannot, verify the signed message.

Assuming that a message my(I = 1,2,3,..)
including service information, users requirements etc
will be signed by the Signers Uy, Us, ...,U,. S;;—1, the
secret key of Signer U, is changed when the message
my has been signed ((i = 1,2,...,v) and S;p = 5;)-
This means S;;_1 is a once-a-time secret key and it
will improve the security of the system. z is a public
prime number which is known to v Signers and it
will be used in the new multi-signature scheme. The
processes of the multi-signature scheme are below.

Input:(ID;,D;, e, n),
Signer U;:
Step 1.
1.1 Picks 7y €r Zy, and computes: Ty = r§(modn).
1.2 Computes: Sy = S;;—1 *my (modn).
Si will be used as the secret key by U; in the next
signing operation.
1.3 Computes: t;; = ry * (S;;—1 *my)® (mod n).
1.4 Sends the pair (t;;,Ty) to the Credential_role.

The Credential role can now produce a ticket but
it is not able to get the secret key S;;—1 from the
data (tila Tz )

Credential_role:
Step 2. The Credential_role computes:

gi+1 = g1 *m)® (mod n).

and

t = H ty (mod n), T, = H Ty (mod n)

il=1 il=1

gi+1 is published in the public directory, it will be
required to issue another ticket. (#;, 7Ty, m;) is a ticket
which will be used for asking services.

It should be noted, for instance that for a ticket
tg, both the user and the service provider are Signers,
however, the ticket (t;,77,m;) is only sent by the
Credential_role to the user. The user will send the
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ticket to a service provider to ask for a purchase.
The service provider, as a verifier, will verify the
ticket. The verifier will follow the next steps when
the ticket is received.

Verifier:

Step 3. The Verifier knows the public data
(IDy,IDs,...,ID,,q) in the Credential Centre and
data (t;, T}, my), checks that:

Ty =ty % g, * «m; *"°

(mod n) (2)
It is easy to see that if the Signer and the Creden-
tial_role follow the steps, equation (2) will be valid.
Indeed,

v
T, = I Tu (mod n)
ilil
=TI t5 % (Si =1 *my)~*¢ (mod n)
il=1

—_ e —Zz —zve
= tyxgy " xmy

(mod n).
Step 4. The Verifier sends the ticket to the Creden-

tial Centre. The latter will update the data g; and
prepare a charging bill for the user.

Remark: The signed message in the multi-signature
scheme will be invalid if the data g; is changed. Then
the Credential role can revoke the ability to sign mes-
sages of the Signers.

5 Security analysis and the usage of tickets

The multi-signature scheme is an extension of the sin-
gle signature since they use the same system key d.
Therefore, the global solution has two sub-schemes.
We analyze its security and usage for various tickets.

5.1 Threat analysis

This subsection first analyses threats to the system
from all parts, including the outside part, which is the
people who do not join the system, then shows how
to solve the security problems of duplication, forgery
and modification. Recall that there are four roles in
the scheme. They are the Signer, the Verifier, the
Credential role and the Trusted_role.

Outside:  knows the public data (I,D;) and
(IDy,...,ID,,g;). It is hard to compute the secret
key S; from D and S; from g; without system key d
under the RSA assumption.

Verifier: knows (I, D;) and ticket (t;—1,T;—1,my) in
the first sub-scheme and (IDy,...,ID,,g) and ticket
(t;,T;,my) in the second sub-scheme. But no use-
ful message can be obtained from these public data.
The Verifier knows no more information about the
key than the outside.

Credential_role: can revoke the anonymity of the users
since it can control the ability to sign messages by the
Signers. It knows only as much as the Outside does,
it cannot get the secret key either.

Signer: knows the secret key S; of the ticket in the
sub-scheme for group_1, but cannot use the secret key
S; and the ticket twice. Use, for a second time, of the
same secret key S; to produce another ticket implies
a second verification. If the previous verifier was hon-
est, the public data in the Credential Centre would
be updated and the second ticket would be rejected.
There is a similar cases for the Signers in the second
sub-scheme.
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Figure 6: Initialization of Multi-signature scheme

Trusted_role: knows the system key d, and can get
the signer’s key S;. So the Trusted Centre must be
trusted. Here the Trusted.-role can be a judge.

The secret keys S; and S;; are not revealed at the
end of the process and no secret information is re-
vealed during the running of the system. They are
only dependent on the Trusted._role, and does not
depend on the Credential role. The security is also
improved since the secret keys are changed once a
message is signed.

Duplication is prevented since using a ticket twice
needs twice verifications, the second verification can-
not succeed as the data in Credential Centre are
changed after the first verification. In the multi-
signature scheme, for instance, the Credential Cen-
tre issues tickets and sends them to users. The other
four, even the Trusted_role, cannot forgery a ticket
because the messages of (¢;,Tj) are only sent to the
Credential Centre that is not able to get the secret
key S;—1 from the data. To protect eavesdroppers
or the ticket is sent to other users, the cryptographic
technology like PGP (http://www.pgp.com) can be
used between users and the Credential Centre. The
user cannot modify the service information since it
is needed in the ticket verification. The chance of re-
generating an old data value increases when the num-
ber of signers of a ticket increases. Whether or not
a ticket is available depends on the regenerated old
data and the data in the public directory. Therefore,
a regenerated old data has no effects with our system
because the data in the public directory is changed
once a ticket is used.

5.2 The usage of tickets

Tickets are pieces of messages, which can be signa-
tures, and the Credential_role can remember them.
Ticket t4, for instance, is a signature of a user and
can be bought by the user. We first discuss the usage
of the tickets in group_1. The following analysis is
only of ticket t4 since the signature for tickets t, o
are similar to that of 4.

We suppose that users, service providers and ser-
vices are registered in the Trusted Centre. A ticket
will be obtained by a user who requests the service
in the ticket. When requiring a service, the user goes
to the Credential Centre for a ticket. The Creden-
tial_role will send a message m; including the ser-
vice information, current time, user’s requirement etc
to the user. As a Signer, the user signs the mes-
sage and makes a ticket (¢;—1,7;—1,m;). The ticket
(ti—1,Ti—1,my) can be used to obtain a service from
a service provider. As a Verifier, the service provider
verifies if the ticket is valid or not, using the data
(I,D;_;) in the Credential Centre. Neither the ser-
vice provider nor the Credential_role knows who the
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user is. Only the Trusted_role can trace the user from
the public key I. When the ticket (t;—1,T;—1,my) is
used the Credential role will make a record for the
data D; 1, the record will be used to prevent from
duplication of the ticket and to issue a charging bill.
Then users can see the charging bill at any time. This
is what consumers expect when they do business on
the Internet. Finally, the Credential role can send a
bill to the user.

In this mechanism presented here, a user can issue
many tickets which can be used at any time. This
is because whether a ticket is valid or not depends
on the data in Credential Centre only. The data
Dy,D,,...,D;_1,Dy,... are published in the public di-
rectory. Thus there is no time ordering of tickets. The
user can also lend the ticket to others. He/She gives
only the ticket (t;—1,T;—1,my) to others. This is very
convenient for users. Furthermore, most computing
in this scheme is done by the terminal side (the user
or the service provider); this can reduce the resource
of the E-service system.

We now analyze the usage of tickets in ticket
group_2. Ticket tg, for instance, binds a user and
service providers and it should be an agreement be-
tween the user and the service providers. The usages
of other tickets in ticket group-2 are similar to that of
ticket tg. So only ticket tg is analyzed and the other
tickets are omitted.

When a user requires a ticket tg from the Creden-
tial Centre, the Credential_role will send the user’s
requirement to the service providers. The Creden-
tial_role will issue a public key for the user and the
service providers if the service providers agree to pro-
vide the service. The Credential_role sends a mes-
sage including the service information, current time,
requirement and agreements of the service providers
and so on to the user and the service providers. As
Signers, the user and the service providers use their
secret key to sign this message, and then return the
data (t;,Ty) to the Credential Centre. The Creden-
tial_role makes a ticket (¢;,7;,m;) and sends it to the
user. The ticket (#;, 77, m;) can be used to the service
provider. As a Verifier, the service provider uses the
public data (I D1, ...,ID,, g;) in the Credential Centre
to verify if the ticket is valid or not. Neither the ser-
vice provider nor the Credential_role knows who the
user is. Only the Trusted Centre can trace the user’s
identity from the public key I D;. After the data g; is
updated, the user can see a clear charging bill in the
Credential Centre. Finally, the Credential_role can
send a bill to the user. This can be shown in Figure
7.

As the tickets in the group_1, tickets in group_2
have no fixed order, this means no ticket should be
used early or late. This is because the data for a ticket
verification are g1, ..., g, gi+1 in the public directory.
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Figure 7: Usage of ticket tg

In addition, the data g; is changed and marked while
the ticket (7,77, m;) is used. Therefore, a ticket can-
not be used twice.

Baesd on the two sub-schemes, the global solution
has the following features:

1. It is anonymous for the user.

2. The ticket can be lent to others.

3. The security of the system is improved very much
since the secret keys S; and S; are used only once.

6 Related work

There are some related works on ticket-based authen-
tication Kerberos system (Neuman B.C. and Ts’o
T. 1994), secure billing for E-services (Martin K.,
Preneel B., Mitchell C., Hitz H., Poliakova A., and
Howard P. 1998), and accountable anonymous access
to services(Buttyan L. and Hubaux J. 1999).

The ticket-based authentication Kerberos system
(Neuman B.C. and Ts’o T. 1994) was introduced by
MIT to satisfy the requirements of Project Athena.
Kerberos is a distributed authentication service that
allows a process running on behalf of a principal to
prove its identity to a verifier (an application server,
or just server) through tickets without sending data
across the network that might allow an attacker or
the verifier to subsequently impersonate the princi-
pal. The use of timestamps to reduce the number of
messages needed for basic authentication and the ad-
dition of a “ticket-granting” service to support subse-
quent authentication without re-entry of a principal’s
password are applied. The client and server do not
initially share an encryption key. A client authenti-
cates itself to a new verifier it relies on the authen-
tication server to generate a new encryption key and
distribute it securely to both parties. The format of

[P}

a Kerberos ticket for “c” to use service “s” is
{T, s} Ks = {s,c,IP,timestamp, lifetime, K, s} K

where {T. s} K, is an encrypted ticket, s is the name
of a service, ¢, [ P are the the name and IP address of
a client, lifetime is the life time of a ticket. K and
K. s are the private key of a service and the session
key for “c” and “s” respectively. However, our work is
distinct from Kerberos system due to several limita-
tions of the Kerberos authentication system that exist
(Bellovin S. and Merritt M. 1991, Fox A. and Gribble
S. 1996). For example, Kerberos tickets are limited in
both space and time because tickets are usable only
within the realm of the ticket-granting server, and for
a period of time. The longer a ticket is in use, the
greater the risk of it being stolen or compromised.
By contrast, in our work, service providers can join
the system without any limitation with services and
a ticket can only be used once. The IP address of
a client is required in Kerberos system. Such usage
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is problematic on multi-homed hosts (i.e., hosts with
more than one IP address). This requirement limits
the application of Kerberos system in local networks
where ranges of IP addresses are pretended by fire-
walls. Furthermore, tickets of Kerberos cannot be
used by mobile users since the IP address is often
changed. Comparing with Kerberos system, we do
not bind tickets to IP addresses. Clients can use tick-
ets in our system wherever they are. Our tickets can
be applied in local networks and mobile service sys-
tems.

A secure billing scheme for E-service has been pro-
posed in (Martin K., Preneel B., Mitchell C., Hitz
H., Poliakova A., and Howard P. 1998). It demon-
strates how a micro payment scheme can be inte-
grated into a pre-paid charging protocol and users
obtain tickets from the Universal Mobile Telecom-
munications Systems (UMTS) service providers, who
act as brokers. When requiring services from service
providers, the tickets are then sent by the users to the
service providers. The settlements between the ser-
vice providers and the brokers are then accomplished
off-line. The UMTS service providers will collect the
billing information from all the service providers ac-
cessed by given users and integrate them in a single
bill addressed to the users. The proposal is different
from ours in two aspects. First, it focuses on authenti-
cations between users and service providers to billings
by using smart card technology and elliptic curve
cryptography. Therefore, there is no discussion for
various services and no protocols for different kinds
of tickets. By contrast, our work provides rich variety
of options that can deal with all varieties of services.
Second, users in the secure billing scheme have to
send their identities to service providers. The identi-
ties are encrypted on the way to the service providers
and are protected from eavesdroppers. However, the
service providers know the identities. Hence, it has
the weakness of not providing anonymity for the users
with respect to service providers. In our work, users
are anonymous with respect to service providers since
tickets sent by the users to the service providers in-
clude all required message for services.

Finally, Buttyan and Hubaux offer anonymous ac-
cess to services in mobile environments (Buttyan L.
and Hubaux J. 1999). It has illustrated a ticket based
mechanism for service access and proposed how agen-
cies and tickets work together by a ticket based pro-
tocol between users, customer care agencies and ser-
vice providers. The protocol accomplishes authenti-
cation of service providers to mobile users, establish-
ment of a shared session key between users and ser-
vice providers, and correct and undeniable charging.
However, our work substantially differs from that pro-
posal. Differences are due to the following three as-
pects. First, their protocol does not provide a global
solution for various services but only a special mobile
service, type t4. By comparison, we have analyzed the



characters of various services and presented a scheme
in details for all kinds of services. Second, the proto-
col focuses on the problems of lack of trust and scala-
bility in mobile systems. We have discussed not only
the problems of lack of trust and scalability, but also
clear charging and global solution. We have designed
a scheme to overcome the four important issues in
E-service systems. Finally, The tickets in their work
have to follow some models such as Outlet model,
Kiosk model or Agency model. Therefore, the main
processing in the protocol is authentications between
users, service providers and customer care agencies.
By contrast, users in our scheme just follow the steps
to obtain tickets and use them when requiring ser-
vices, and in the same time, authentications between
users, service providers and Credential Centre are im-
plemented.

7 Conclusion

E-service systems are becoming extremely popular,
which makes the provision of services to users an at-
tractive business area. This can be regarded as a
special form of electronic commerce, where users buy
services instead of products from service providers via
the network. Some users prefer a global scheme and
clear bill charging.

In this paper, a global ticket-based service access
scheme is proposed. First, the Credential Centre is-
sues tickets for the users. Second, a ticket-based
mechanism is implemented allowing the user to re-
munerate the service providers. It is an anonymous
system for users since tickets provide a flexible and
scalable mechanism for service access. New users and
service providers can trust each other and join the
system at anytime. Furthermore users can obtain a
continuously updated statement.
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